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Abstract. Bellare, Boldyreva, and O’Neill (CRYPTO ’07) initiated the study of de-
terministic public-key encryption as an alternative in scenarios where randomized en-
cryption has inherent drawbacks. The resulting line of research has so far guaranteed
security only for adversarially chosen-plaintext distributions that are independent of the
public key used by the scheme. In most scenarios, however, it is typically not realistic
to assume that adversaries do not take the public key into account when attacking a
scheme. We show that it is possible to guarantee meaningful security even for plaintext
distributions that depend on the public key. We extend the previously proposed notions
of security, allowing adversaries to adaptively choose plaintext distributions after see-
ing the public key, in an interactive manner. The only restrictions we make are that:
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(1) plaintext distributions are unpredictable (as is essential in deterministic public-key
encryption), and (2) the number of plaintext distributions from which each adversary
is allowed to adaptively choose is upper bounded by 27, where p can be any prede-
termined polynomial in the security parameter and plaintext length. For example, with
p = 0 we capture plaintext distributions that are independent of the public key, and
with p = O(slogs) we capture, in particular, all plaintext distributions that are sam-
plable by circuits of size s. Within our framework we present both constructions in the
random oracle model based on any public-key encryption scheme, and constructions
in the standard model based on lossy trapdoor functions (thus, based on a variety of
number-theoretic assumptions). Previously known constructions heavily relied on the
independence between the plaintext distributions and the public key for the purposes
of randomness extraction. In our setting, however, randomness extraction becomes sig-
nificantly more challenging once the plaintext distributions and the public key are no
longer independent. Our approach is inspired by research on randomness extraction
from seed-dependent distributions. Underlying our approach is a new generalization of
amethod for such randomness extraction, originally introduced by Trevisan and Vadhan
(FOCS ’00) and Dodis (Ph.D. Thesis, MIT, *00).

Keywords. Public-key encryption, Deterministic encryption, Randomness extraction.
1. Introduction

Deterministic public-key encryption was introduced by Bellare et al. [3] as an alterna-
tive in scenarios where randomized encryption has inherent drawbacks. For example,
ciphertexts that are produced by a randomized encryption algorithm are not length pre-
serving (i.e., may be longer than their corresponding plaintexts) and are in general not
efficient searchable—two properties that are problematic in many applications involving
massive amounts of data. In addition, the security guarantees provided by randomized
public-key encryption schemes are typically highly dependent on the assumption that
fresh and essentially uniform random bits are available—which may not always be a
valid assumption.

When using a deterministic encryption algorithm, however, the full-fledged notion of
semantic security [15] is out of reach. In this light, Bellare et al. initiated the study of
formalizing other strong and meaningful notions of security for deterministic public-
key encryption, and quite a significant amount of work has been devoted to proposing
various such notions and constructing schemes satisfying them [2-5,7,14,18,25]. Aim-
ing to obtain as-strong-as-possible notions of security, this recent line of research has
successfully shown that a natural variant of the notion of semantic security can be guar-
anteed even when using a deterministic encryption algorithm, as long as plaintexts are:
(1) somewhat unpredictable, and (2) independent of the public key used by the scheme.

Plaintext unpredictability When using a deterministic encryption algorithm, essen-
tially no meaningful notion of security can be satisfied when plaintexts are distributed
over a small (e.g., polynomial-sized) set. In such a case, an adversary who is given a
public key pk and an encryption ¢ of some plaintext m under the public key pk can
simply encrypt all possible plaintexts,! compare each of them to the given ciphertext

"'More generally, an adversary can encrypt all plaintexts that occur with at least some non-negligible
probability.
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¢, and thus recover the plaintext m. Therefore, when formalizing a notion of security
for deterministic public-key encryption, it is indeed essential to focus on security for
unpredictable plaintext distributions.

Key-independent plaintext distributions Even when dealing with highly unpredictable
plaintext distributions, some restrictions should be made on their relation to the public
key. Consider, for example, the uniform distribution over plaintexts m subject to the re-
striction that the first bit of m and the firstbitof ¢ = ENc(m) are equal.” More generally,
by constructing plaintext distributions that depends on the public key, adversaries can
use any deterministic encryption algorithm as a subliminal channel that leaks much more
information on the plaintext than what any meaningful notion of security should allow.

This paper For preventing adversaries from exploiting deterministic encryption algo-
rithms as subliminal channels, research on deterministic public-key encryption has so
far guaranteed security only for plaintext distributions that are independent of the public
key used by the scheme (which is not realistic, as an adversary can often influence the
plaintext distribution after seeing the public key). In this paper, we ask whether or not
this is essential. Namely, is it possible to formalize a meaningful notion of security that
allows dependencies between plaintext distributions and keys?

1.1. Our Contributions

In this paper, we show that it is not essential to focus only on plaintexts distributions that
are independent of the keys used by the scheme. We formalize and realize a new notion
of security for deterministic public-key encryption, allowing adversaries to adaptively
choose plaintext distributions after seeing the public key of the scheme, in an interactive
manner. The only restriction we make is that the number of plaintext distributions from
which each adversary is allowed to adaptively choose is upper bounded by 27, where
p(A) canbe any predetermined polynomial in the security parameter A. More specifically,
we allow the message lengthn = n(}) to be any predetermined polynomial in the security
parameter, and then allow p = p(X) to be any predetermined polynomial in both the
security parameter and the message length. For simplicity, however, throughout this
paper we refer to p = p(A) as a function of the security parameter instead of a function
p = p(X, n(A)) of both the security parameter and the plaintext length.

We stress that the set of 27*) plaintext distributions can be different for each adver-
sary. Intuitively, this bound says that the entire plaintext distribution (not just a single
sample) contains at most p(X) bits of information about the public key. We view this as
a natural first model for adaptively chosen-plaintext distributions, particularly in light
of the impossibility of handling arbitrary dependencies (as sketched earlier), and hope
that it will pave the way for more realistic models.

Our approach is a generalization of the security notions that have been proposed so
far. For example, with p(}) = 0 we obtain the notion of security introduced by Bellare
et al. [3], where the plaintext distribution chosen by the adversary is independent of
the public key. As an additional example, with p(A) = O(s(1)logs(X)) we capture,

2Note that the support of this distribution will contain nearly half of all plaintexts with high probability.
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in particular, all plaintext distributions that are samplable by boolean circuits of size at
most s(A).

Within our framework we present both generic constructions in the random oracle
model based on any public-key encryption scheme, and generic constructions in the
standard model based on lossy trapdoor functions. Our constructions are inspired by the
constructions of Bellare et al. [3] and of Boldyreva et al. [5]. These constructions rely
on the independence between the plaintext distributions and the keys for the purposes
of extracting randomness from the plaintext distributions. Randomness extraction be-
comes significantly more difficult once the plaintext distributions and the public keys
are no longer independent. Challenges along somewhat similar lines arise in the context
of deterministic randomness extraction, where one would like to construct seedless ran-
domness extractors, or seeded randomness extractors for seed-dependent distributions.
Indeed, underlying our approach is a new generalization of a method for deterministic
extraction, originally introduced by Trevisan and Vadhan [22] and Dodis [10].

Finally, our approach naturally extends to the setting of “hedged” public-key encryp-
tion schemes, introduced by Bellare et al. [2]. In this setting, one would like to construct
randomized schemes that are semantically secure in the standard sense, and maintain
a meaningful and realistic notion of security even when “corrupt” randomness is used
by the encryption algorithm. Our notions of adaptive security for deterministic public-
key encryption give rise to analogous notions for hedged public-key encryption, and
our constructions (when used within the framework of Bellare et al. [2]?) yield the first
adaptively secure hedged public-key encryption schemes.

1.2. Related Work

The formal study of deterministic public-key encryption was initiated by Bellare et al. [3],
following research on symmetric-key encryption of high-entropy messages by Russell
and Wang [21] and Dodis and Smith [12]. Bellare et al. formalized several notions of se-
curity, which were later refined and extended by Bellare et al. [4], and by Boldyreva et al.
[5]. Bellare, Boldyreva, and O’Neill presented constructions in the random oracle model,
and constructions in the standard model were first presented by Bellare, Boldyreva, and
O’Neill, and additionally by Boldyreva, Fehr, and O’Neill. Brakerski and Segev [7]
showed that the min-entropy requirement considered in all previous works on determin-
istic public-key encryption can be relaxed to consider hard-to-invert auxiliary inputs.
Based on specific number-theoretic assumptions, they designed schemes that are secure
in the more general auxiliary-input model, and their constructions were later unified by
Wee [25]. Progress along similar lines was made by Fuller et al. [14], who presented
a scheme that can securely encrypt a small predetermined number of plaintexts with
arbitrary dependencies as long as each has high min-entropy. Additional progress in
studying deterministic public-key encryption schemes was recently made by Mironov
et al. [18] who constructed such schemes with optimal incrementality.

A step toward obtaining adaptive security for deterministic public-key encryption
was made by Bellare et al. [2] who defined and constructed “hedged” public-key en-

3For example, as part of their generic “pad-then-deterministic” scheme, which deterministically encrypts
the concatenation of the plaintext and the randomness.
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cryption schemes (discussed in Sect. 1.1). Whereas the notions of security considered in
[3-5,7,14,18,25] capture only “single-shot” adversaries (i.e., adversaries that challenge
the given scheme with only one plaintext distribution), Bellare et al. [2] showed that it
is possible to guarantee security even against “multi-shot” adversaries (i.e., adversaries
that interactively challenge the scheme with plaintext distributions depending on previ-
ous ciphertexts that they received). In their notion of security, however, adversaries are
not given access to the public key that is being attacked. In our work we consider the
more general, and more typical, scenario where adversaries are given direct access to
the public key being attacked (and are allowed to adaptively and interactively choose
plaintext distributions depending on previous ciphertexts that they received).* As dis-
cussed in Sect. 1.1, our constructions yield the first adaptively secure hedged public-key
encryption schemes.

1.3. Overview of Our Approach

In this section we provide a high-level overview of our notions of security and of the
main ideas underlying our constructions. We focus here on our constructions in the
standard model (i.e., without random oracles), as these emphasize more clearly the main
challenges in designing encryption schemes satisfying our notions of security.

Our notions of security As discussed above, our notions of security for deterministic
public-key encryption differ from the previously proposed ones by providing adversaries
with direct access to the public key. Specifically, we formalize security via a game be-
tween an adversary and a “real-or-random” encryption oracle. First, a pair containing
a public key and a secret key is produced using the key-generation algorithm of the
scheme under consideration, and the adversary is given the public key. Then, the ad-
versary adaptively interacts with the encryption oracle, where each query consists of a
description of a plaintext distribution M. For simplicity, here we consider distributions
over plaintexts, but in fact our notion allows distributions over blocks of plaintexts. The
encryption oracle operates in one of two modes, “real” or “random,” which is chosen
uniformly at random at the beginning of the game. In the “real” mode, the encryption
oracle samples a plaintext according to M, and the adversary is given its encryption
under the public key. In the “random” mode, the encryption oracle samples a plaintext
from the uniform distribution over the plaintext space, and the adversary is again given
its encryption under the public key.’

The goal of the adversary in this game is to distinguish between the “real” mode and
“random” mode with a non-negligible advantage, subject only to the requirement that
for any such adversary there exists a set X' = &), of plaintext distributions such that:

“In fact, the approach of Bellare et al. [2] relies on encryption schemes in which ciphertexts reveal
essentially no information on the corresponding public key. Therefore, even multi-shot adversaries learn
essentially no information on the public key being attacked, and thus their “adaptive” choices of plaintext
distributions are still independent of the public key. This approach does not seem to extend to our setting,
where adversaries are given direct access to the public key.

5We note that the resulting notion of security is polynomially equivalent (via a standard hybrid argument)
to an analogous “left” or “right” formulation in which the adversary specifies two plaintext distributions, and
the encryption oracle uses either the left one of the right one.
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1. |X| < 2P, where p = p(A) is any predetermined polynomial in the security
parameter (the construction of the scheme can depend on the polynomial p).

2. The adversary queries the encryption oracle only with plaintext distributions in &’

3. Each plaintext distribution in X" has min-entropy at least k, where k = k(A) is a
predetermined function of the security parameter.

In addition, we naturally extend the above game to capture chosen-ciphertext attacks,
by allowing adversaries adaptive access to a decryption oracle (subject to the standard
requirement of not querying the decryption oracle with any ciphertext that was produced
by the encryption oracle).

We note that our security game is in fact almost identical to the standard “real-or-
random” one for randomized public-key encryption. Specifically, unlike the previously
proposed notions of security for deterministic public-key encryption, we provide the
adversary with direct access to the public key and allow the adversary to adaptively
interact with the encryption and decryption oracles in any order.

Chosen-plaintext security in the standard model The starting point for our construc-
tion is the one of Boldyreva, Fehr, and O’Neill, which we now briefly describe. In their
construction, the public key consists of a function f that is sampled from the injective
mode of a collection of lossy trapdoor functions, and a permutation 7 sampled from
a pairwise-independent collection of permutations (we refer the reader to Sect. 2 for
the relevant definitions). The secret key consists of the trapdoor for inverting f (we
require that 7 is efficiently invertible), and the encryption of a message m is defined
as Enc,x(m) = f(m(m)) (decryption is naturally defined by first inverting f and then
inverting 7).

The proof of security consists of two steps. First, the security of the collection of lossy
trapdoor functions allows one to replace the injective function f with a lossy function
f (where lossy means that the size of f’s image is significantly smaller than the size
of its domain). Then, the crooked leftover hash lemma of Dodis and Smith [11] states
that for any plaintext distribution M that has a certain amount of min-entropy, for a
uniformly and independently chosen pairwise-independent permutation 7 it holds that
the distributions f (r(M)) and f (U) are statistically close (even given f and ), where
U is the uniform distribution over plaintexts. That is, essentially no information on the
plaintext is revealed.

When considering adversaries that can choose the plaintext distribution M after re-
ceiving the description of i, the scheme of Boldyreva et al. can still be proved secure by
simple modifications to the above-described proof (specifically, applying the crooked
leftover hash lemma to each plaintext distribution that the adversary may choose, and
then applying a union bound over all such distributions). A close look into the param-
eters of the modified proof shows that the resulting scheme is secure as long as the
adversary chooses a plaintext distribution from a set of size roughly 2°™* such distri-
butions. Recall, however, that we would like to offer adaptive security for any set of

6In contrast, due to requiring key-independent plaintext distributions, Bellare et al. [3] and Boldyreva et
al. [5] allow chosen-ciphertext adversaries to query the decryption oracle only after they have queried the
encryption oracle.
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273 plaintext distributions, where p(i) may be any predetermined polynomial in the
security parameter.

The main idea underlying our basic construction is to sample the permutation 7 from
a collection of highly independent permutations. We prove that this modification results
in a scheme that is secure according to our new notion of security by proving a High-
Moment crooked leftover hash lemma for collections of permutations. Informally, we
prove that for any lossy function f, and for any set X of sources with a certain amount
of min-entropy, with an overwhelming probability over the choice of a permutation 7
from a 7-wise almost-independent collection of permutations (where ¢ depends only
logarithmically on the size of &), for every M € X it holds that f (m(M)) and f )
are statistically close. In particular, in such a setting the specific choice of M € X can
adaptively depend on the permutation 7, and still the statistical distance is negligible.

As already noted, a high-moment generalization of the (standard) leftover hash lemma
was given by Trevisan and Vadhan [22] and Dodis [10]. In addition, an analogous gener-
alization of the crooked leftover hash lemma for collections of functions was implicitly
given in the work of Kiltz et al. [17, Proof of Theorem 2]. Their generalization, however,
does not seem to admit a direct translation to collections of permutations. A different
high-moment generalization of the crooked leftover hash lemma was proved by Fuller et
al. [14] for the purpose of extracting randomness from a small number of possibly corre-
lated sources. This generalization does not allow seed-dependent sources, and therefore
allows only non-adaptive adversaries.

The advantage of our high-moment generalization As shown by Trevisan and Vadhan
[22], the main advantage in using high-moment variants of the leftover hash lemma over
using the basic leftover hash lemma is the exponential improvement in the dependency
of the required min-entropy on the size of the set of sources. Specifically, for obtaining
security with respect to any set of 2” plaintext distributions, in our proof of security we
need to apply the (either basic or generalized) crooked leftover hash lemma together
with a union bound over all 27 distributions. For enabling a union bound over a set of 27
distributions, the crooked leftover hash lemma would require all plaintext distributions
to have min-entropy that is logarithmic in 2”7, whereas our high-moment generalization
requires min-entropy that is doubly-logarithmic in 2P. In both cases, the required min-
entropy is also linear in log [Im(f)| where f is the lossy function that is used by the
encryption scheme, in log T where T is the number of blocks when considering block-
sources, and in log(1/€) where € is the statistical security parameter.

One the one hand, this exponential improvement indeed comes at the cost of increasing
the length of the “public” parameters (which, in our setting, correspond to the public key
of the scheme). On the other hand, however, this exponential improvement enables us
to guarantee security with respect to any set of 27 distributions, where p = p(i, n(}))
may be any predetermined polynomial in the security parameter A € N and the plaintext
length n = n(A), whereas the basic crooked leftover hash lemma would enable us to
consider at most 2" distributions (in fact, even less when taking constants into account
as well as the security parameter). This means, for example, that our scheme can be set
up to guarantee security against all plaintext distributions that can be sampled by circuits
of size n?, but using the basic crooked leftover hash lemma one would obtain security
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only against circuits of size less than n (i.e., less than the length n of the plaintext that
they output).

In addition, even when focusing on rather small sets of distributions, consider the
case of dealing with 2"/2 distributions, where [Im(f)| = n¢ (as provided by known
constructions of lossy trapdoor functions). For these parameters, our approach requires
all plaintext distributions to have min-entropy roughly n€, whereas the basic crooked
leftover hash lemma would require min-entropy that is linear in 7.

Chosen-ciphertext security in the standard model While in the setting of chosen-
plaintext security our construction is a natural generalization of that of Boldyreva et
al. [5] (given our high-moment generalization of the crooked leftover hash), this is not
the case in the setting of chosen-ciphertext security. In this setting, the CCA-secure
scheme of Boldyreva et al. relies more strongly on the assumption that the challenge
plaintext distribution is independent of the public key of the scheme (not just in the
context of the crooked leftover hash lemma as above)—an assumption that we do not
make. Nevertheless, we show that some of the ideas underlying their approach can still
be utilized to construct a scheme that is secure according to our notion of security.

The scheme of Boldyreva et al. follows the “all-but-one” simulation paradigm of
Peikert and Waters [19] using all-but-one lossy trapdoor functions. These are tag-based
functions, where one of the tags corresponds to a lossy function, and all other tags
correspond to injective functions. As in the work of Peikert and Waters [19], the approach
of Boldyreva et al. makes sure that the challenge plaintext corresponds to a lossy tag
(and thus the challenge ciphertext reveals no information), while all other plaintexts
correspond to injective tags (and a suitable simulator is able to properly simulate the
decryption oracle). When dealing with a deterministic encryption algorithm, note that
tags must be derived deterministically from the plaintext and the public key. The approach
of Boldyreva et al. is based on first sampling the challenge plaintext m™*, and only then
generating a public key for which m* corresponds to a lossy tag, but all other plaintexts
correspond to injective tags.

This approach fails in our setting, where adversaries specify the distribution of the
challenge plaintext in an adaptive manner as a function of the public key. Thus, in our
setting we must be able to generate a public key before the challenge plaintext is known.
We note that a somewhat similar issue arises in the setting of identity-based encryption
(IBE): “selective security” considers adversaries that specify the challenge identity in
advance, whereas “full security” considers adversaries that can adaptively choose the
challenge identity. One simple solution that was proposed in the IBE setting is to a-priori
guess the challenge identity, and this solution naturally extends to our setting by guessing
the tag corresponds to the challenge plaintext. This, however, requires sub-exponential
hardness assumptions, which we aim to avoid.

Our approach is based on the one of Boneh and Boyen [1] (and on its refinement by
Cash et al. [9] for converting a large class of selectively secure IBE schemes to fully
secure ones,” combined with the idea of R-lossiness due to Boyle et al. [8]. Specifically,
we derive tags from plaintexts using an admissible hash function [1,9], and instead of

7We note that the work of Cash et al. [9] is based on ideas introduced by Boneh and Boyen [1] and Waters
[24].
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using all-but-one lossy trapdoor functions, we introduce the notion of R-lossy trapdoor
functions (which we generically construct based on lossy trapdoor functions).® This
is a generalization of the notion of all-but-one lossy trapdoor functions, where the set
of tags is partitioned into lossy tags and injective tags according to the relation R.
(In particular, there may be more than one lossy tag.) Combined with an admissible
hash function, we are able to ensure that even with an adaptive adversary, with some
non-negligible probability, the challenge plaintext corresponds to a lossy tag (and thus
the challenge ciphertext reveals no information), while all other plaintexts correspond
to injective tags (and a suitable simulator is able to properly simulate the decryption
oracle). We show that such a guarantee enables us to prove the security of our scheme
with respect to adaptive adversaries.

1.4. Paper Organization

The remainder of this paper is organized as follows. In Sect. 2 we introduce several basic
definitions and tools. In Sect. 3 we formally define our new notions capturing adaptive
security for deterministic public-key encryption. In Sect. 4 we present our high-moment
generalization of the crooked leftover hash lemma, which we then use in Sect. 5 for
constructing our basic adaptively secure scheme. In Sect. 6 we introduce and realize the
notion of R-lossy trapdoor functions, which we then use Sect. 7 for extending our basic
construction to the setting of chosen-ciphertext attacks. Finally, in Sect. 8 we present
generic constructions satisfying our notions of security in the random oracle model.

2. Preliminaries

For an integer n € N we denote by [n] the set {1, ..., n}, and by U, the uniform
distribution over the set {0, 1}". For a random variable X we denote by x < X the
process of sampling a value x according to the distribution of X and by E[X] the
expectation of the random variable X . Similarly, for a finite set S we denote by x <« S the
process of sampling a value x according to the uniform distribution over S. We denote by
X = (X1, ..., Xr)ajointdistribution of 7T random variables, andby x = (x1,...,x7)a
sample drawn from X . For two bit-strings x and y we denote by x| y their concatenation.
A nonnegative function f : N — R is negligible if it vanishes faster than any inverse
polynomial.

In this paper we consider the uniform adversarial model (i.e., consider uniform prob-
abilistic polynomial-time adversaries). We note that all of our results also apply to the
nonuniform adversarial model (under nonuniform complexity assumptions).

The min-entropy of a random variable X is Hoo (X) = —log(max, Pr[X = x]). A
k-source is arandom variable X with Hyo (X) > k. A (T, k)-source is arandom variable
X = (X1, ..., X7r) whereeach X; is ak-source foreveryi € [T]. A (T, k)-block-source
is a random variable X = (Xy,..., X7) where for everyi € [T] and xy, ..., x;_; it
holds that Hoo (X; | X1 = x1, ..., Xi—1 = xi—1) > k.

8Boyle et al. [8] introduced the notion of R-lossy public-key encryption, which can be viewed as a
randomized variant of our notion of R-lossy trapdoor functions.
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The following standard lemma states that conditioning on random variable that obtains
at most 2" values can reduce the min-entropy of any other random variable by essentially
at most v.

Lemma 2.1. (cf. [23, Lemma 6.30]) Let (Z, X) be any two jointly distributed random
variables such that |Supp(Z)| < 2V. Then, for any € > 0 it holds that

PrZ[Hoo(X|Z =2) > Hoo(X) —v—log(l/e)] = 1 —e.

The statistical distance between two random variables X and Y over a finite domain
Qis SD(X,Y) = % Y wea | Pr[X = w] — Pr[Y = ]|. Two random variables X and
Y are 8-close if SD(X,Y) < §. Two distribution ensembles {X; },en and {Y; } en are
statistically indistinguishable if it holds that SD(X;, Y,) is negligible in A. They are
computationally indistinguishable if for every probabilistic polynomial-time algorithm
A it holds that

‘ Pr [A(* x) =1] -

Pr
x<X; y<Yy

[AQ*, y) = 1]
is negligible in A.

2.1. t-Wise §-Dependent Permutations

A collection IT of permutations over {0, 1}" is t-wise §-dependent if for any distinct
X1, ..., X € {0, 1}" the distribution (7 (x1), ..., w(x;)) where 7 is sampled uniformly
from IT is §-close in statistical distance to the distribution (*(x1), ..., 7*(x;)) where
7* is a truly random permutation. For our construction in the standard model we rely
on an explicit construction of such a collection due to Kaplan et al. [16] that enjoys
an asymptotically optimal description length (although we note that in fact any other
construction can be used):

Theorem 2.2. [16] For any integers n andt < 2", and for any 0 < § < 1, there exists
an explicit t-wise §-dependent collection T1 of permutations over {0, 1}* where each
permutation w € Il can be described using O(nt + log(1/8)) bits, and is computable
and invertible in time polynomial in n, t and log(1/§).

For our purposes it would be quite convenient to rely on a 7-wise §-dependent col-
lection of permutations IT in which the marginal distribution 7 (x) is perfectly uniform
(as opposed to just é-close to uniform) for any x € {0, 1}"* over the choice of w <« TII.
Although this property is not essentially satisfied by any 7-wise 6-dependent collection
of permutations, it is straightforward to generically transform any such collection to hav-
ing this additional property: Given a collection IT of permutations over {0, 1}", consider
the collection IT" = {my : (y, ) € {0, 1}"" x II} defined as 7y (x) = 7(x) @ y. Itis
easy to verify that: (1) if IT is z-wise §-dependent collection then so is I, and (2) for
any x € {0, 1}" it holds that 7, (x) is perfectly uniform over the choice of 7, <« IT".
Moreover, this simple generic transformation does not affect (in an asymptotic manner)
the parameters stated in Theorem 2.2. From this point on in the paper, whenever we refer
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to t-wise §-dependent collections of permutations, we refer to collections that have this
additional property.

2.2. Admissible Hash Functions

The concept of an admissible hash function was first defined by Boneh and Boyen [1] to
convert a large class of selectively secure identity-based encryption scheme into a fully
secure ones. In this paper we use such hash functions in a somewhat similar way as part of
our construction of a CCA-secure deterministic public-key encryption scheme. The main
idea of an admissible hash function is that it allows the reduction in the proof of security to
secretly partition the message space into two subsets, which we will label as “lossy tags”
and “injective tags,” such that there is a noticeable probability that all of the messages
in the adversary’s decryption queries will correspond to injective tags, but the challenge
ciphertext will correspond to a lossy tag. This is useful if the simulator can efficiently
answer decryption queries with injective tags, while a challenge ciphertext with a lossy
tag reveals essentially no information on the encrypted message. Our exposition and
definition of admissible hash function follows that of Cash et al. [9].

For K € {0,1, L}'™  we define the “partitioning” function Px : {0, e -
{Lossy, Inj} which partitions the space {0, 1}*™ of tags in the following way:

Lossy ifVie{l,...,v(0)} : K;=yjorK; =1
Inj otherwise

Pk (y) :== {

Foranyu = u(A) < v(A), welet K, ; denote the uniform distribution over {0, 1, 1}*™
conditioned on exactly u positions having L values. (Note, if K is chosen from /C, ;,
then the map Pk (-) defines exactly 2* values as Lossy.) We would like to pick a distri-
bution /C, ;. for choosing K so that, there is a noticeable probability for every set of tags
Y0, - - -» Yg, of yo being classified as “lossy” and all other tags “injective.” Unfortunately,
this cannot happen if we allow all tags. Instead, we will need to rely on a special hash
function the maps messages x to tags y.

Definition 2.3. (Admissible hash functions[1,9]) Let’ H = {H, },n be ahash-function
ensemble, where each i € Hj, is a polynomial-time computable function 4 : {0, 1}**) —
{0, 1}, We say that H is an admissible hash-function ensemble if for every » € N
and h € H,, there exists a efficiently recognizable set Unlikely, < | J ({0, 1}"()‘))[1
of string-tuples such that the following two properties hold:

geN

e For every probabilistic polynomial-time algorithm A there exists a negligible func-
tion v(}) satisfying

Pr[(xo, ..., xy) € Unlikely,] < v(d),

where h < H;, and (xo, ..., xq) < A(1*, h).

e For every polynomial g = g(X) there is a polynomial A = A(A) and an efficiently
computable u = u(A) such that, for every i € H; and (xo, ..., x4) & Unlikely,
with xg & {x1, ..., x4} we have:
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Pr [Pk (h(x0))=Lossy A Px(h(x1))=---= Pk (h(x4))=1nj ]

> —.
K (—ICH, " - A ()\.)
The work of Boneh and Boyen [1] shows how to construct admissible hash functions
from collision-resistant hash functions.

2.3. Lossy Trapdoor Functions

A collection of lossy trapdoor functions [19] consists of two families of functions.
Functions in one family are injective and can be efficiently inverted using a trapdoor.
Functions in the other family are “lossy,” which means that the size of their image is
significantly smaller than the size of their domain. The only security requirement is
that a description of a randomly chosen function from the family of injective functions
is computationally indistinguishable from a description of a randomly chosen function
from the family of lossy functions.

Definition 2.4. (Lossy trapdoor functions [13,19]) Letn : N — Nand £ : N — N be
nonnegative functions, and for any A € Nlet n = n(A) and £ = £(X). A collection of
(n, £)-lossy trapdoor functions is a 4-tuple of probabilistic polynomial-time algorithms
(Geny, Geny, F, F~1) such that:

1. Sampling a lossy function Geny(1%) outputs a function index o € {0, 1}*.

2. Sampling an injective function Gen; (1) outputs a pair (o, 7) € {0, 1}*x{0, 1}*,
where o is a function index and  is a trapdoor.

3. Evaluation Letn = n(A) and ¢ = £(A). Then, for every function index o produced
by either Geng or Geny, algorithm F(o, -) computes a function f, : {0, 1}" —
{0, 1}* with one of the two following properties:

e Lossy: If o is produced by Geny, then the image of f,, has size at most 2" .
e Injective: If o is produced by Geny, then the function f,; is injective.

4. Inversion of injective functions For every pair (o, t) produced by Gen; and
every x € {0, 1}, we have F~! (7, F(o, x)) = x.

5. Security The two ensembles {a L0 Geno(l)‘)} and {O’ :(0,1) <«

reN
Gen(1%) }A N are computationally indistinguishable.
(S

Constructions of lossy trapdoor functions were proposed based on a wide variety of
number-theoretic assumptions and for a large range of parameters (see, for example, [13,
19] and the references therein). In particular, in terms of parameters, several constructions
are known to offer £ = n — n€ for any fixed constant 0 < € < 1 with n = poly(}).

2.4. Deterministic Public-Key Encryption

A deterministic public-key encryption scheme is a triplet [T = (KeyGen, Enc, Dec) of
polynomial-time algorithms with the following properties:



1024 A. Raghunathan et al.

e The key-generation algorithm KeyGen is a randomized algorithm that takes as
input the security parameter 1* and outputs a key pair (sk, pk) consisting of a
secret key sk and a public key pk.

e The encryption algorithm Enc is a deterministic algorithm that takes as input a pub-
lic key pk and a message m € {0, 1}"™), and outputs a ciphertext ¢ = Enc (m).

e The decryption algorithm is a possibly randomized algorithm that takes as input a
secret key sk and a ciphertext ¢ and outputs a message m < DecCg(c) such that
m € {0, 1}"™ U {L1}.

3. Formalizing Adaptive Security for Deterministic Public-Key Encryption

In this section we present a framework for modeling the security of deterministic public-

key encryption schemes in an adaptive setting. As discussed in Sect. 1.3, we consider

adversaries that adaptively choose plaintext distributions after seeing the public key of

the scheme, in an interactive manner. The only restriction we make is that the number of

plaintext distributions from which each adversary is allowed to choose is upper bounded

by 27 where p(1) can be any a priori given polynomial in the security parameter A.
The security definitions that follow are parameterized by three parameters:

e p = p(X) denoting the 2”7 bound on the number of allowed plaintext distributions.
e T = T (X) denoting the number of blocks in each plaintext distribution.
e k = k(}) denoting the min-entropy requirement.

Additionally, they are implicitly parameterized by bit-length n = n (L) of plaintexts.
We begin by defining the “real-or-random” encryption oracle which we use to formalize
security.

Definition 3.1. (Real-or-random encryption oracle) The real-or-random oracle ROR
takes as input triplets of the form (mode, pk, M), where mode e {real, rand}, pk
is a public key, and M = (My, ..., M) is a circuit representing a joint distribution
over T messages. If mode = real then the oracle samples (m, ..., mr) <— M, and if
mode = rand then the oracle samples (m1, ..., my) < U’ where U is the uniform
distribution over the appropriate message space. It then outputs the vector of ciphertexts
(Enc,,k(ml), ey Enc,,k(mr)).

Following [3,5] we consider two classes of adversarially chosen message distributions
M = (My, ..., Mt): The class of (T, k)-sources, where each M; is assumed to be a k-
source, and the more restrictive class of (T, k)-block-sources, where each M; is assumed
to be a k-source even given My, ..., M;_1. (See Sect. 2 for formal definitions.) Our
constructions in the random oracle model are secure with respect to (7', k)-sources, and
our constructions in the standard model are secure with respect to (7', k)-block-sources.
This gap was recently shown by Wichs [26] to be inherent to our techniques, and in fact to
all the techniques that were so far used for designing deterministic public-key encryption
schemes without random oracles [2,4,5,7,14,18,25]. Specifically, Wichs showed that no
deterministic public-key encryption scheme can be proven secure for all (7', k)-sources
using a black-box reduction to a “falsifiable” hardness assumption. (We refer the reader
to [26] for more details on his notion of falsifiability.)
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3.1. Chosen-Plaintext Security

The following two definitions capture the class of adversaries and security game that we
consider in this paper.

Definition 3.2. (2P-bounded (T, k)-source adversary) Let Abe a probabilistic polynomial-
time algorithm that is given as input a pair (1*, pk) and oracle access to RoR(mode, pk, -)
for some mode € {real, rand}. Then, A is a 2P-bounded (T, k)-source adversary if for
every A € N there exists a set X = A& of polynomial-time samplable (7, k)-sources
such that:

1. |X] < 2P.
2. For each of A’s ROR queries M it holds that:
-MeX.
— For all (my, ..., mr) in the support of M and for all distinct i, j € [T] it holds
that m; # m;.

In addition, A is a block-source adversary if X is a set of (T, k)-block-sources.

Definition 3.3. (Adaptive chosen-distribution attacks (ACD-CPA)) A deterministic public-
key encryption scheme IT = (KeyGen, Enc, Dec) is (p, T, k)-ACD-CPA-secure (resp.
block-wise (p, T, k)-ACD-CPA-secure) if for any probabilistic polynomial-time 27-
bounded (7', k)-source (resp. block-source) adversary A, there exists a negligible func-
tion v(k) such that

AdvACR CPA () &

Pr[Exptﬁi‘(/\) - 1] — Pr[Expt'g[‘j(,\) - 1]‘ <v(b),

where for each mode < {real, rand} and A € N the experiment Expt%‘?ﬂe(k) is defined
as follows:

1. (sk, pk) < KeyGen(1*).
2. b (_AROR(mOde,pk,~)(1)»’pk).
3. Output b.

In addition, such a schemeis (p, T, k)-ACD1-CPA-secure (resp. block-wise (p, T, k)-
ACDI-CPA-secure) if the above holds for any probabilistic polynomial-time 27 -bounded
(T, k)-source (resp. block-source) adversary A that queries the ROR oracle at most once.

Our adaptive notion of security enables an immediate reduction in “multi-shot” ad-
versaries to “single-shot” ones, as in the case of randomized public-key encryption. The
following theorem follows via a standard hybrid argument.

Theorem 3.4. (Equivalence of ACD-CPA-security and ACD-CPA-security) Forany p,
T, and k, a deterministic public-key encryption scheme Il is (p, T, k)-ACD-CPA-secure
(resp. block-wise (p, T, k)-ACD-CPA-secure) if and only if it is (p, T, k)-ACD1-CPA-
secure (resp. block-wise (p, T, k)-ACDI-CPA-secure).
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3.2. Chosen-Ciphertext Security

We now extend our notion of security to capture chosen-ciphertext adversaries. We note
that, unlike Bellare et al. [3] and Boldyreva atel. [5], we allow the adversary to adaptively
interact with the encryption and decryption oracles in any order.

Definition 3.5. (27-bounded (T, k)-source chosen-ciphertext adversary) Let A be an
algorithm that is given as input a pair (1*, pk) and oracle access to two oracles: ROR
(mode, pk, -) for some mode € {real, rand}, and Dec(sk, -). Then, A is a 2P-bounded
(T, k)-source chosen-ciphertext (resp. block-source) adversary if:

1. Ais a2P-bounded (T, k)-source (resp. block-source) adversary.
2. Anever queries Dec(sk, -) with any ciphertext ¢ that was part of a previous output
by the RoR oracle.

Definition 3.6. (Adaptive chosen-distribution chosen-ciphertext attacks (ACD-CCA))
A deterministic public-key encryption scheme IT = (KeyGen, Enc, Dec) is (p, T, k)-
ACD-CCA-secure (resp. block-wise (p, T, k)-ACD-CCA-secure) if for every probabilis-
tic polynomial-time 27-bounded (7, k)-source (resp. block-source) chosen-ciphertext
adversary A, there exists a negligible function v (k) such that

def

AQVAR-CCA ) ‘Pr[Exptrl-??fCA(k) = 1] - Pr[Exptﬁ‘f‘jCCA(X) = 1]‘ <v(),

where for each mode e {real, rand} and » € N the experiment EXptrII[‘?jeCCA(A) is
defined as follows:

1. (sk, pk) < KeyGen(1%).

2. b (_ARoR(mode,pk,'),Dec(sk;)(IA pk).

3. Output b.

In addition, such aschemeis (p, T, k)-ACD1-CCA-secure (resp. block-wise (p, T, k)-
ACDI1-CCA-secure) if the above holds for any probabilistic polynomial-time 27 -bounded
(T, k)-source (resp. block-source) adversary A that queries the ROR oracle at most once.
(Note that .4 may still query the decryption oracle many times.)

As in the case of chosen-plaintext security, a standard hybrid argument immediately
reduce “multi-shot” adversaries to “single-shot” ones by exploiting the adaptive flavor
of our security notion.

Theorem 3.7. (Equivalence of ACD-CCA security and ACD1-CCA-security) For any
p and k, a deterministic public-key encryption scheme Il is (p, T, k)-ACD-CCA-secure
(resp. block-wise (p, T, k)-ACD-CCA-secure) if and only if it is (p, T, k)-ACDI-CCA-
secure (resp. block-wise (p, T, k)-ACDI-CCA-secure).
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4. Deterministic Extraction via a High-Moment Crooked Leftover Hash Lemma

In this section we present a high-moment generalization of the crooked leftover hash
lemma of Dodis and Smith [11]. Informally, the crooked leftover hash lemma states that
for every lossy function f (where lossy means that the size of f’s image is significantly
smaller than the size of its domain), and for every random source X that has a certain
amount of min-entropy, for a uniformly and independently chosen pairwise-independent
permutation 7 it holds that the distributions f (7 (X)) and f(U) are statistically close
(even given f and ), where U is the uniform distribution over the domain of f. In
this paper, as discussed in Sect. 1.3, we consider a setting in which the distribution
X may be adaptively chosen depending on 7. In this setting, in general, the crooked
leftover hash lemma no longer holds. Nevertheless, we show that a natural high-moment
generalization of the crooked leftover hash lemma does hold in such a setting by applying
a union bound over all possible choices. Our approach is based on that of Trevisan and
Vadhan [22] and Dodis [10], who presented a similar generalization to the standard
leftover hash lemma.

Specifically, we prove that for every lossy function f, and for every set ' of random
sources with a certain amount of min-entropy, with an overwhelming probability over the
choice of a permutation 7 from a #-wise almost-independent collection of permutations
(where t depends only logarithmically on the size of X), for every X € X it holds that
f(@(X)) and f(U) are statistically close. In particular, in such a setting the specific
choice of X € X can adaptively depend on the permutation 7, and still the statistical
distance is negligible.

We note that throughout this section, whenever our expressions for lower bounding the
min-entropy k contain an additive constant factor (denoted by using the ® (1) notation),
this factor is a universal constant (which may differ from claim to claim).

4.1. A High-Moment Crooked Leftover Hash Lemma

Given a function f, we begin by considering a specific element y in the image of f and
prove that for most permutations 7 the distributions f (7 (X)) and f(U) “hit” y with
essentially the same probability.

As discussed in Sect. 2.1, recall that we find it convenient to rely (without loss of
generality) on 7-wise §-dependent collections of permutations IT in which the marginal
distribution m (x) is perfectly uniform (as opposed to just é-close to uniform) for any
x € {0, 1}"* over the choice of w <« II.

Lemmad.1. Let f: {0, 1}" — {0, l}"/, and let T1 be a t-wise 5-dependent collection
of permutations over {0, 1}", where t > 8 is even and § < 27™. Then, for every
y € Im(f), every k-source X over {0, 1}", and every 0 < € < 1 such that

k > log [Im(f)| + 2log(1/€) 4+ 2logt + O(1),
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-1
> € - max ’f (y)" ! <271,
2" Im ()]

4.1)

it holds that

Pr |:
7w <T1

Proof. For every x € {0, 1}"" let p, = Pr[X = x], and let [ f((x))=, be the indicator
of the event in which f(;(x)) = y (note that f and y are fixed). In addition, let
qx = Px " Lf(zx)=y and g = er{o,l}n gx =Pryx[f(m(x)) =yl

Since X has min-entropy at least k, if for every x € {0, 1}" we let Q, = 2% . ¢, =
2% pe - Ip(a(x))=y- it holds that Q, € [0, 1]. Let @ =2+ 3" o 1n gx and p = E[Q]
(where the expectation is taken over the choice of ). For every w € II it holds that

Namedl
2n

Pr ) =yl-

If‘l(y)l.

0=2 + Pr [f(xr(x)) =y] and E[Q] = = 2k. 5

Next, we define 1/ % max{u, 26102 (N1} To bound the quantity in Eq. (4.1) (mul-
tiplying all terms by 2) we proceed as follows,

P o] 1
T > € - max s
L 20 Im(f)|

Pr [10 — ul > en]
P @' > en)]

Eren [(Q - M)t]
< 9
B (en”)!

—1
XETX [f(m(x) =y]l— Uz#)‘

where the above inequalities use Markov’s inequality and the fact that ¢ is even. The
following claim is proved in Sect. 4.3: (]

Claim 4.2. For Q and  defined above it holds that

E [(Q-w']=<C@u+1H)"?+5-2m,

w<I1

for some small constant C, (in fact, C; < 5 fort > 8).

Claim 4.2 guarantees that
t/2 t
tu+ t? 2"
P — < - —5— 8-

t/2
t 412
<20, (W) , (42)
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where the inequality derived in Eq. (4.2) uses the fact that § < 27" which implies that
the dominant term is the first one. We now distinguish between two possible cases:

Case 1: ¢t < p. In this case we have that

21 t/2 ¢ t/2
/
HEH[|Q—H|>6M]§2C1'<W> <2C; - 62_11/) .

Upon substituting for ;” and noting again that p/ > 28102lIm(NI e get:

Pr |:
w<T1

2t v
<2C; - <W)

< 2Ct X 2[/2-(10g (2t)+2log (1/€)+log [Im(f)|—k)

o ol 1
P @) =yl === > e max ) T

<277,
Case 2: ¢t > . In this case we have that
2l2 t/2
P — 1<2C - | =— .

Upon substituting for 4’ and noting that y/ > 2K-102Im(HI e get:

Pr |:
w<T1

212 2
<2C; - €2 . 22(k—log Im(f)[)

<2C, - 2t/2-(10g (21%)+21log (1/€)+2log [Im(f)|—2k)

) )| Fton] 1
S @) =yl = T > e max ) T )

<27,

(]

The next lemma uses Lemma 4.1 to show that for most permutations 7, not only

that the distributions f (7 (X)) and f(U) are point-wise similar, but in fact they are
statistically close.

Definition 4.3. A function f : {0, 1} — {0, 1}"/ is (n, £)-lossy if [Im(f)| < 2"~*.
Lemmad44. Let f : {0,1}" — {0, 1}", be (n, £)-lossy, and let T1 be a t-wise §-
dependent collection of permutations over {0, 1}, where t > 8 is even and § < 27",

Then, for every k-source X over {0, 1}* and 0 < € < 1 such that

k>n—0+2log(l/e) +2logt + O(1),
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it holds that
Pr [SD(f(r(X)). f(Un) < €l = 1 =21,

where Uy, is the uniform distribution over {0, 1}".

Proof. From Lemma 4.1, for every k-source X there exists a set of permutations [Ty €
[T such that Pr, . [ € Mx] > 1 =27 [Im(f)| > 1 —2""¢ and forevery = € Iy
and y € Im(f) it holds that

B )]
xlirx [f(x) =y]— 2—"

§e~max{

lF~ton] 1
2 Im(f)| [

The definition of statistical distance implies that for every X € X and forevery w € Ilx

1
SD (f (7w (X)), f(Uyn)) = 3 Z [Pr[f ( (X)) = y] = Pr[f (Uy) =yl
velm(f)
_1 3
T2 x
velm(f)
1 o] 1 €
3 2 oty 2 m

yelm(f) yelm(f)

€ €
<-4 - =c¢, 4.4
_2+2 € 4.4)

ol

Pr [f(r(0)) =y -

A

where we use the fact that max (a, b) < a + b when a, b > 0 in Eq. (4.3) and the fact
that 3 i sy [F 1) = 2" in Eq. (4.4). O

4.2. Generalization to Block-Sources
We now extend Lemma 4.4 to block-sources by first deriving an average-case variant.
Lemmad.5. Ler f : {0,1}" — {0, l}”/ be (n, £)-lossy, and let T1 be a t-wise §-
dependent collection of permutations over {0, 1}, where t > 8 is even and § < 27",

Then, for every 0 < € < 1 and for every jointly distributed random variables (X, Y)
over {0, 1} x {0, 1} such that for every y € {0, 1}, Hoo(X|Y = y) > k where

k>n—£€+2log(l/e) 4+ 2logt + O(1),

it holds that

2n—(—t

Pr [SD((f @O 1) (f(Un), 1)) 2€] 21 = ——,

where Uy, is the uniform distribution over {0, 1}".



Deterministic Public-Key Encryption for Adaptively Chosen-Plaintext Distributions 1031

Proof.  For every permutation 7 € II and for every y € {0, 1}, denote by Bad, (y)
the event in which

SD((f(r(Xly=y)).¥). (f(Up).,y)) > €.

As the distribution X|y—, has min-entropy at least k for every y € {0, 1}, applying
Lemma 4.4 with |X| = 1, for every y € {0, 1}"*, we have that:

_Pr_[Bad, ()] < 2", 4.5)

Applying Markov’s inequality, it then following that for most permutations 7 € IT is
holds that Pry y [Badn (y)] <e:

Exni| Pryy[Bad: (0] ]
Pr Ll:ry[Badn ] > e] < .
_ 1 Den ~Pryy[Bady (y)]
|| €
_ L . Znel’[ Zye{o,l}’" Pr(Y = y] 'HBadn(y)
| €
_ Prer[EneH [Badn (y)]]
- €
211—(—[
< (from Eq.(4.5)) (4.6)
€

Now, we bound the statistical distance between the distributions (f (7 (X)), Y) and
(f(Uy), Y) using Eq. (4.6) by partitioning the set IT of permutations into two disjoint
subsets: Permutations 7z for which Pry . y [Badﬂ ( y)] > €, and permutations 7 for which
Pry.y [Badn (y)] < €. Specifically, it holds that

_Pr[SD((f(x(X)). V). (f(Un). V) > 2]

< Pr |: Pr [Badn(y)] > 6]
b

a<II| y<Y

+HI(’_rH[SD((f(7t(X)), Y), (f(Un),Y)) > 2 Vf(’_ry[Badn(y)] = 6}

2n—€—t

+ 0.

=
€

Tosee that Prr  [SD ((f (7w (X)), Y), (f(Uy), Y)) > 2¢ | Pryy[Bad, (»)] < €] =
0, note that

SD ((f (m(X)), Y), (f(Un),Y))
< yP(’_ry[Bad,T "] +SD ((f (X)), YI-Bad, (1)) > (f Un), YI-Bad,(»))
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where each term is at most € (from the conditioning event and the definition of Bad,, (y),
respectively). This completes the proof of the lemma. (I

We now use Lemma 4.5 and an inductive argument to show that applying f o allows
us to deterministically extract from a set X’ of (7', k)-block-sources.

Theorem 4.6. Let f : {0, 1}" — {0, 1}”/ be (n, £)-lossy, let T1 be a t-wise §-dependent
collection of permutations over {0, 1} wheret = p+n—4£+1log(T/e)+log(T/y)+1

and § < 27™ and let X be a set of (T, k)-block-sources over {0, 1}"* such that | X'| < 2P.
Then, for every 0 < € < 1 such that

k>n—4£+2log(1/e) +2logT +2logt + O(1),

with probability at least 1 — y over the choice of m € I, for every X = (X1, ..., X7) €
X it holds that

SD((f G (X)), (£ (U)o (U))) = e

where U,(ll), e U,ET) are T independent instances of the uniform distribution over
{0, 1}~
Proof. Fix a (T, k)-block-source (X1,..., X7) € X. We prove the theorem using
induction on the block index i of (X, ..., Xr) starting with i = T and ending with
i=1.

In particular, we show that for every (X1, ..., X7) € A and every i € [T], it holds
that

<I1

<X1,...,X,-_1,f<U’§i)) ’__"f<Ur§T)>)> - w]

Pr |:SD<(X1,~~-,Xi—1,f(ﬂ(Xi))an-af(ﬂ(XT))),

52 ”-y(T—z—I—l)' @)
T
The base case when i = T follows from Lemma 4.5 (by setting the distributions
X =Xr,Y =(X1,...,X7_1), and with €/2T instead of €) and noting that from the
definition of a (7', k)-block-source, Hyo (X|Y = y) > k as required.
We now assume that Eq. (4.7) holds for some 2 < i < T and prove that it holds for
i — 1. From the triangle inequality, it holds that

P [sn( Ktseves Xias f G0 Xi)) oo f (T (XD

(Xl,---,Xi—z,f(U,Ei")),...,f(U,E”))) L (iT_ D+ 1)}
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< Pr [SD((Xl, o Xima, f (X)) f (7 (X)),

(xl,...,xi_z, For(Xie), f (U,g”) o f (U,ET)») > LT’H)]

+ Pr [SD( (Xl,...,Xi_z,f(rr (Xi_l)),f(U,(,i)>,..., f(U,ET))) 4.8)
(X1 Xiae s (U)o (U))) = £, @9)

L2 y(TT—i+ b 2—1'T- y _ 27 y(T —T(i —D+1 @10

The two terms in Eq. (4.10) are derived as follows. The term in Eq. (4.8) is bounded
by applying f(7(-)) to X;_1 in Eq. (4.7) (i.e., by considering inductive step i) and
noting that applying a (deterministic) function to any component cannot increase the
statistical distance of two distributions. The term in Eq. (4.9) follows from Lemma
(4.5) (by setting the distributions X = X;_1, ¥ = (X1,..., Xi—2), and with €/2T
instead of €) for our choice of parameter t and observing that the remaining components
f (U i) s f (U (T)) are sampled independently and identically in both distributions.

We complete the inductive argument in this manner. Now, setting i = 1 in Eq. (4.7)
and applying a union bound over all 27 possible (T, k)-block-sources in X" completes
the proof of the theorem. U

4.3. Proof of Claim 4.2

For every x € {0, 1}"* define

def
Wx :e 2k - Px Hf(?T*()C)):ya (411)

where 7 * is sampled uniformly at random from the set of all permutations over {0, 1}",
andletW =3, 0.1y W, . Note that the W, ’s are defined in a similar manner to the Q,’s
in Sect. 4, where the only difference is that here we consider the set of all permutations
whereas in Sect. 4 we considered a 7-wise 6-dependent collection of permutations. Note
that

t
E(Q-w'l= )Y E []‘[(Qx,- - u)]

X1,...,X €{0,1}" i=1
t
< Y E []‘[(Wx,- - u)} +5.2" (4.12)
X1,...,X €{0,1}" i=1
—E[(W —w)']+8-2", (4.13)

where (4.12) follows from the definition of a 7-wise §-dependent collection of permuta-
tions.
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If the W, ’s were independent random variables, then we can trace the proof of [6,
Lemma2.3] to bound E[(W —u)']in (4.13) as done in [22, Prop. A.1]. However, the W,’s
are not independent as they all share the same underlying permutation. Nevertheless, the
main observation is that although the W,’s are not independent, for any integer d > 1,
any xp, ..., xg € {0, 1}, and any integers e, ..., eq > 0 it holds that

EIWSIWE - Wi < BIWST- EIWE] - - EIW). (4.14)

This follows from the definition of W,’s and observing that the indicator variables
I+ (x))=y have a higher probability of being 0 conditioned on the other indicator
variables being 1 because 7 * is a permutation. We use this in inequality (4.16) for
deriving Lemma 4.7 below.

To bound the first term in (4.13), we first derive a variant of a lemma used in [20]
and [6] applied to the W,’s. Lemma 4.7, stated and proved below, follows the proof
outline of [6, Lemma A.5] closely but incorporates the inequality in Eq. (4.14).

Lemma 4.7. Supposethat Wy, ..., Wy, arerandomvariables as defined in Eq. (4.11)
andlet W =3 (010 Wx. Then, for any a > 0 it holds that

Pr|W — | > a] < max(2e 34" /81 ¢=2a/5), 4.15)

Proof. For some parameter y, which will be optimized for later,

E[eV(W’“)] efw J
Pr(W —pu>a] < v y—’E[W]
—u 00 i
_ : ’_’_ E|TTw.,
eva l' i
i=1 j=1
ehr Syl
< - Z l_' E ij] (from Eq. (4.14))
i= XlseeosXj I= 1
< l_[ E[e)/(Wx_M/zn)]/eVa. (4.16)
xef0,1}"

From here on in, the proof is identical to the proof of [20, Lemma 2.2.9] and included

here for completeness.

Letv & w/2". Now, by the convexity of the exponential function

E[eV(Wx*V)] <(1=-v)e7’+ ve? 1=V
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Taking Taylor expansions and combining terms,

2 3 4
Efe? W] < 1+4v(1—v) (%Jr((l —v)? = ?) % +(a=v?+07) % + )

2 3
4 [v1
1+u<2—!+7+-~-)

=1+v (e —1-yl)

2 /vl —
1l (P,
2! V22

IA

Restricting |y| < 4/5 it follows
Y (Wye— 2y2 2vy2/3
Ele? W] <1 402 < 277/3,

which implies that E[e? W =] < ¢247°/3 Therefore,
Pr[W — u > a] < Phr?3-va,

The optimal value for y in the above formula is 3a /4. But we must have that |y | < 4/5,
so we let y = min(3a/4u,4/5). Fora < 16u/5.t = 3a/4u, so

PrlW — u > a] < 34°/8n=3/4u _ ,=3a%/8u

Fora > 16u/15, y =4/5, so
PrW — u > a] < 32W/154a/5 < J2a/5-4a/5 _ ,=2a/5
Similarly, we note that
Pr[W — < —a] < E[e?W=W1/e774,
which is optimized by letting y = —3a /4, obtaining

Pr(W —u < —al < e30% /81

Note that we do not consider the case a > 16u/15 as Pr[W < 0] = 0. Therefore, we
have

Pr{|W — ] > a] < max(2e34"/81 ¢=2a/5),
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Given Lemma 4.7, the proof of Claim 4.2 proceeds as follows.

IE[(W—;L)’]:/ Pr[|W—,u| >x1/’]dx
0

00 3y 2/t 00 21/t
< 2f exp <— ) dx + / exp (— ) dx. 4.17)
0 8u 0 5

2/t

Changing variables to y = 3x/! /8 and then using the definition of the Gamma function
and Stirling’s approximation the first term in the sum in (4.17) can be bound by

t (8u\'? [ Su\'"? t t
2. - oK / Y2 e vdy = 2. il .—.r (=
23 0 3 2 \2
] t/2
=2. (%) (t)2)!
8 t/2 ¢ t/2
<o (Y e s (L
3 2e

4 t/2
=25 /mt (3-) (). (4.18)
e

Similarly with a change of variable z = 2x]/’/5, the second term in (4.17) can be
bounded by

t
PNy T <23> o (4.19)

e

Putting together (4.17), (4.18), and (4.19) together to bound the first term in (4.13) and
setting the constant C; = 2¢!/% /71 (4/3e)/? +e'/1% /271(5/2¢)! concludes the proof
of Claim 4.2. U

5. Chosen-Plaintext Security based on Lossy Trapdoor Functions

In this section we present our basic construction of a public-key deterministic encryption
scheme that is secure according to our notion of adaptive security. We refer the reader to
Sect. 1.3 for a high-level description of the scheme, and of the main challenges and ideas
underlying our approach. In what follows we formally describe the scheme, discuss the
parameters that we obtain using known instantiations of its building blocks, and prove
its security.

The scheme DE Letn = n(A), £ = £(A), t = t(A) and § = §(1) be functions of
the security parameter A € N. Let (Geng, Gen;, F, F~!) be a collection of (1, £)-lossy
trapdoor functions, and for every A € N let I, be a ¢t-wise §-dependent collection
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of permutations over {0, 1}".9 Our scheme DE = (KeyGen, Enc, Dec) is defined as
follows:

o Key generation The key-generation algorithm KeyGen on input 1* samples (o, ) <
Gen|(1*) and w < TIT;. It then outputs pk = (o, ) and sk = .

e Encryption The encryption algorithm Enc on input a public key pk = (o, ) and
amessage m € {0, 1}"* outputs ¢ = F(o, 7w (m)).

e Decryption The decryption algorithm Dec on input a secret key sk = t and a
ciphertext ¢ outputs m = 7! (F_1 (7, c)).

Theorem 5.1. The scheme DE is block-wise (p, T, k)-ACD-CPA-secure for any n =
nA), L =£LA), p=pA),andT =T X) by settingt = p+n—L+1logT + w(logl),
k=n—40+2logT +2logt + w(log ), and § = 27",

Parameters Using existing constructions of lossy trapdoor functions (see Sect. 2.3),
for any n = n(A) and for any constant 0 < € < 1 we can instantiate our scheme with
£ = n — n®. Therefore, for any n = n(i), p = p(1), and T = T (1), we obtain schemes
witht = p +n€ + w(log)), k = n + w(logi),and § = 27",

Proof overview The proof of security consists of two steps. Let X be a set of at most 27
plaintext distributions. First, the security of the collection of lossy trapdoor functions
allows us to replace the injective function f(-) = F(o, -) with a lossy function )7 ()=
F(&, -). Next, we use the high-moment crooked leftover hash lemma derived in Sect. 4
and show that with overwhelming probability over the choice of the permutation 7,
it hole that for every plaintext distribution M € X, the two distributions f (7w (M))
and f(U) are statistically close, even given the public key (i.e., & and 7). Therefore,
essentially no information on the plaintext is revealed—even when the specific choice
of M € X may adaptively depend on pk. A second application of the security of the
collection of lossy trapdoor functions allows us to switch back from the lossy function
to an injective one, which exactly reflects the output of the real-or-random encryption
oracle in the rand mode. We give a full proof of the theorem below.

Proof of Theorem 5.1 Using Theorem 3.4 it suffices to prove that DE is block-wise
(p, T, k)-ACD1-CPA-secure. Let 4 be a2P-bounded (7', k)-block-source adversary that
queries the oracle ROR at most once. In what follows, we describe four experiments,
Expty, ..., EXpts, and derive a series of claims relating them. We then combine these
claims to bound the advantage of the adversary.

Experiment Expt, This is the experiment EXptg?’ A(X) (recall Definition 3.3).

Experiment Expt; This experiment is obtained from Expt, by modifying the key-
generation algorithm to sample a lossy function index & rather than an injective function
index o.

Claim 5.2.  |Pr[Expty(1) = 1] — Pr[Expt; (1) = 1]| is negligible in .

9 As discussed in Sect. 2.1, recall that we find it convenient to rely (without loss of generality) on ¢-wise
8-dependent collections of permutations IT in which the marginal distribution 7 (x) is perfectly uniform (as
opposed to just §-close to uniform) for any x € {0, 1}"" over the choice of 7 <« II.
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Proof. As A and RoR can be simulated in probabilistic polynomial time, the security
of the collection of lossy trapdoor functions (Geng, Gen;, F, F~!) immediately im-
plies Claim 5.2. Specifically, any efficient adversary A for which | Pr[Expty(A) = 1] —
Pr[EXptl(A) = 1] | is non-negligible can be used to distinguish a randomly sampled
injective key o from a random sampled lossy key o . (]

Experiment Expt, This experiment is obtained from Expt; by running RoR in rand
mode rather than in real mode (using a lossy function index ¢ as in Expt).

Claim 5.3. |Pr[Expt, (1) = 1] — Pr[Expt, (1) = 1]| is negligible in i.

Proof.  We fix a lossy key ¢ and argue Claim 5.3 for any such lossy key. Note that
A’s view in Expt, is (5,7, f (7w (XD))., ..., f (= (X7)))) where & is a fixed lossy

key, 7 < II, f(-) def F(G,),and X = (X, ..., XD} is a (T, k)-block-source.

Additionally, as A is 2”-bounded, there is a set X’ of size at most 27 such that X € X.
Similarly, A’s view in Expt, is (&, 7, f (U,gl)) seen f <U,ET)>), where U,El),

e, U,gT) are T independent instances of the uniform distribution of {0, 1}". Our choice
of parameters enables us to apply Theorem 4.6 and obtain that with an overwhelming
probability over the choice of w <« IT, for all such block-sources X = (X X (T)) S

2 the distributions (f (= (X1))...... f (= (X)) and (f (Us)..... £ (v"))

are statistically close, and thus | Pr[Expt, (1) = 1] — Pr[Expt, (1) = 1] | is negligible
in the security parameter A. (]

Experiment Expt; This experiment is obtained from Expt, by modifying the key-
generation algorithm to sample an injective function index o rather than a lossy function
index &. That is, this is experiment Expt%‘gfj _4(1) (recall Definition 3.3).
Claim 5.4. |Pr[Expty(A) = 1] — Pr[Expt; (1) = 1]| is negligible in ).

Proof. This proof is identical to the proof of Claim 5.2. (I

Completing the proof of Theorem 5.1. The definition of Adve (1) implies that
for any such adversary A:

R def
Advp ) =

Pr[EXpt%ag‘A()\) = 1] - Pr[Expt;g‘gf‘ L0 = 1]‘
= |Pr[Expty() = 1] — Pr[Expty () = 1]|

< |Pr[Expty (1) = 1] — Pr[Expt; () = 1]| (5.1)
+ |Pr[Expt; (1) = 1] — Pr[Expty(2) = 1] (52)
+ |Pr[Expty (1) = 1] — Pr[Expt;(A) = 1]] . (5.3)

Claims 5.2-5.4 state that the terms in Egs. (5.1)—(5.3) are negligible, and this completes
the proof of Theorem 5.1. O
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6. R-Lossy Trapdoor Functions

The notion of R-lossy public-key encryption schemes was put forward by Boyle et al. [8],
and here we define an analogous notion for trapdoor functions. Informally, an R-lossy
trapdoor function family is a collection of tagged functions where the set of possible
tags is partitioned into two subsets: injective tags, and lossy tags. Functions evaluated
with an injective tag can be efficiently inverted with a trapdoor (where all injective tags
share the same trapdoor information). On the other hand, functions evaluated with a
lossy tag lose information—the size of their image is significantly smaller than the size
of their domain. The partitioning of the tags is defined by a binary relation R € I x 7
the key-generation algorithm receives as input an initialization value K € JC and this
partitions the set tags 7 so thatt € 7 is lossy if and only if (K, #) € R. More, formally,
we require that the relation R € K x 7 consists of a sequence of efficiently (in 1)
recognizable sub-relations R, < K, x 7,. The only computational requirement of an
R-lossy trapdoor function family is that its description hides the initialization value K.

Definition 6.1. (R-lossy trapdoor functions) Let n : N — Rand £ : N — R be
nonnegative functions, and forany A € Nletn = n(A)and ¢ = £(1). Also,letR C Kx7T
be an efficiently computable binary relation. An R-(n, £)-lossy trapdoor function family
is a triplet of probabilistic polynomial-time algorithms RLTDF = (Geng, G, G™!) such
that:

1. Key generation For any initialization value K € K, algorithm Geng (1%, K)
outputs a public index o and a trapdoor 7.

2. Evaluation For any K € K, (0,7) < Geng(1*, K), and any € 7, algo-
rithm G(o, ¢, -) computes a function f,, : {0, 1} — {0, 1}* with one of the two
following properties:

e Lossy tags: If (K, t) € R, then the image of f, ; has size at most n—t,
e Injective tags: If (K, t) ¢ R, then the function f, ; is injective.

3. Inversion under injective tags For any initialization value K € K andtagr € 7
suchthat (K, 1) ¢ R,andforanyinputx € {0, 1}, wehave G~ (z, ¢, G(o, 1, x)) =
X.

4. Indistinguishability of initialization values For every probabilistic polynomial-
time adversary .4, there exists a negligible function v(2) such that

R-loss def 0
Advp(tpe 4 = ‘Pr[EXpt(R'zTDFxA()‘) - 1]

— Pr[Exptyrpr 400 = 1] = v6o,

where for each b € {0, 1} and A € N the experiment Expt(RbETDF 4(A) is defined
as follows:

(a) (Ko, K1, state) < A(1%).
(b) (o, 1) < Geng (1%, K}).
(c) b < A(1*, o, state).

(d) Output b'.
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6.1. The Relation R®"

We are interested mainly in the bit-matching relation R®Y, as defined by Boyle et al.
[8]. For every A € Nlet [C;, = {0, 1, L}*® and 7;, = {0, 1}*™, and define (K, 1) €
RM C Ky x Ty if forevery i € {1, ..., v(1)}itholds that K; = #; or K; = L. That s,
given some fixed initialization value K, the set of lossy tags ¢ are exactly those whose
bits match K in all positions i for which K; # L.

In our construction of CCA-secure deterministic encryption schemes, the R%-lossy
trapdoor functions will be used in combination with an admissible hash function (dis-
cussed in Sect. 2.2). An admissible hash function enables us to map messages to en-
cryption tags such that, with high probability over an appropriate distribution of K, all
decryption queries map to injective tags, while the challenge query maps to a lossy tag
which loses information about the plaintext.

6.2. Constructing R®™-Lossy Trapdoor Functions

We now present a generic construction of R®¥-lossy trapdoor functions based on any
collection of lossy trapdoor functions. In turn, this implies that R®“-lossy trapdoor
functions can be based on a variety of number-theoretic assumptions.

Let LTDF = (Geno, Geny, F, F~!) be a collection of (1, £)-lossy trapdoor functions.
The key-generation algorithm of our collection of REM-lossy trapdoor functions samples
v(A) pairs of keys from the collection LTDF. Each such pair is of one out of three
possible types according to the symbols of the initialization value K € {0, 1, L}V®.

For every i € {1,...,v(})}, if K; = O then the i-th pair consists of a lossy key and
an injective key, if K; = 1 then the i-th pair consists of an injective and a lossy key
(i.e., the order is reversed), and if K; = L then i-th pair consists of two lossy keys.

The evaluation algorithm given a tag ¢ € {0, 1}’® and an input x € {0, 1}" outputs
the concatenation of the values obtained by evaluating one of the functions from each
pair on x according to the corresponding bit of . More formally, consider the following
collection RLTDF = (Gengex, G, G™1):

e Key generation On input 1* and an initialization value K = Kj - -- Kyo €
{0, 1, 1L}’® forevery 1 <i < v()algorithm Genpax produces a pair (07,0, Ti,0)»
(0i,1, Ti,1)) as follows:

- If K; = 0 then it samples 0; o < Geng(1*), (0;.1, 7i.1) < Geny(1%), and sets
7,0 = 1.
- If K; = 1 then it samples (07,0, 7i.0) < Gen;(1*), and 0; 1 < Geny(1*), and
sets ;1 = L.
- If K; = L then it samples 0,9 < Geng(1%), 0;.1 < Geng(1%*), and sets
‘E,',() = Ti,l = 1.
It then outputs the pair (o, t) defined as

o= ({(Ui,Ov Ui,l)};gl))
r = (K. {(mo. wn) 1Y)
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e Evaluation On input a function index o of the above form, atagt =1 ---t,) €
{0, 1}*™ and an input x € {0, 1}*¥, algorithm G outputs

y= (Fam (x), ..., F“kum (x))

e Inversion On input a trapdoor 7 of the above form, atagt =t - - - ) € {0, 1}P®

andavaluey = (y1, ..., Yvn)), theinversion algorithm G! proceeds as follows. If
(K,1) € R*™(i.e., 1 is alossy tag) then it outputs L. Otherwise (i.e., 7 is an injective
tag), there exists an index i € {1,...,v(A)} such that K; # #; and K; # L, and
therefore the pair (oj ;;, 7; ;;) corresponds to an injective function. In this case the
inversion algorithm outputs x = F-1 (Ti gy ¥i)-

Theorem 6.2. For any n = n(A), £ = £()) and v = v(}), if LTDF = (Geng, Geny,
F, F~Y) is a collection of (n, £)-lossy trapdoor functions, then RLTDF = (Gengzux, G,
G~ is a collection of R®M-(n, v — (v — 1)n)-lossy trapdoor functions with v-bit tags.

Proof. Indistinguishability of initialization values follows directly from the indistin-
guishability of lossy and injective keys of the underlying collection LTDF of lossy
trapdoor functions via a straightforward hybrid argument. The correctness of the in-
version algorithm under injective tags follows from the fact that for any injective tag
t (ie., (K,t) ¢ RPY) there exists an index i € {1, ..., v(A)} such that K; # f; and
K; # 1, and therefore the pair (o; 4, T;,;) corresponds to an injective function of LTDF.
Lossiness of the function under lossy tags follows from the fact for any lossy tag ¢ (i.e.,

(K, 1) € R®M) and for any index i € {1,...,v(&)} it holds that o; ;, corresponds to a
lossy function of LTDF. Therefore, the possible number of output values for a lossy tag
is at most (277¢)" = 21~ (Wi=@=m, O

Parameters In our construction of a CCA-secure deterministic public-key encryption
scheme in Sect. 7, v is the output length of an admissible hash function, which is n¢ for any
constant 0 < € < 1 [1]. Several of the known constructions of lossy trapdoor functions
(see Sect. 2.3) offer ¢ = n—n€, and thus Theorem 6.2 guarantees that the possible number
of output values for any lossy tag in our construction is at most 2"~ (®¢=@=hn) — o
That is, based on existing constructions of lossy trapdoor functions, for any constant 0 <
€ < 1 Theorem 6.2 yields constructions of RE"-(n, n — n>¢)-lossy trapdoor functions
with n€-bit tags.

7. Chosen-Ciphertext Security based on R-Lossy Trapdoor Functions

In this section we present a construction of a public-key deterministic encryption scheme
that is secure according to our notion of adaptive security even when adversaries can
access a decryption oracle. As discussed in Sect. 1.3, our construction is inspired by
that of Boldyreva et al. [5] combined with the approach of Boneh and Boyen [1] (and
its refinement by Cash et al. [9]) for converting a large class of selectively secure IBE
schemes to fully secure ones, and the notion of R-lossy trapdoor functions that we
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introduced in Sect. 6 following Boyle et al. [8]. In what follows we formally describe
the scheme, discuss the parameters that we obtain using known instantiations of its
building blocks, and prove its security.

The scheme DEcca Letn = n(A), £ = £(A), v = v(X), 11 = t1(X), 1 = (L), §1 =
81(1), and 8> = 82(X) be functions of the security parameter A € N. Our construction
relies on the following building blocks'?:

1. A collection H; of admissible hash functions & : {0, 1} — {0, 1}" for every
A eN.

2. A collection (Geng, Gen, F, F~1) of (n, £)-lossy trapdoor functions.

3. A collection (Gengy, G, G™1) of R®M-(n, £)-lossy trapdoor functions.

4. A t1-wise §1-dependent collection Hgl) of permutations over {0, 1} for every

reN.
5. A t-wise §y-dependent collection 1'15\2) of permutations over {0, 1}"* for every
reN.

Our scheme DEcca = (KeyGen, Enc, Dec) is defined as follows:

o Key generation The key-generation algorithm KeyGen on input 1* samples / <
Hy, (07, 17) < Geny(1%), K < K, (0g, 7g) < Genpy(1*, K), 711 < M7,
and mp < 1'[;2). Then, it outputs pk = (h, o, 04, 71, 72) and sk = (7, Ty).

e Encryption The encryption algorithm Enc on input a public key pk = (h, o, oy,
71, 7w2) and a message m € {0, 1} outputs

¢ = (hGrim). Flog, mm). Glog. herim), mm)).

e Decryption The decryption algorithm Dec on input a secret key sk = (ty, Tg)
and a ciphertext tuple (cp, ¢, ) first computes m = n{l (F~'(tf, cyp)). Then, if
ENnc,i(m) = (cn, ¢y, cg) it outputs m, and otherwise it outputs L.

In other words, the decryption algorithm inverts ¢ s using the trapdoor 77, and outputs
m if the ciphertext is well-formed.

Theorem 7.1. The scheme DEccp is block-wise (p, T, k)-ACD-CCA-secure for any
n=n),L=£), v=vQ), p=pQ),and T =T (A) by setting

H=p+ T —-1)-n+v+w(logl), 81 =271,
h=p+ (T -1 -n+v+n—Q—n +ologh), &=27""2
k= max(n — (¢ —n), v) +2logt + w(logA).

Parameters Using existing constructions of admissible hash functions and lossy trap-
door functions (see Sects. 2.2 and 2.3, respectively), and using our construction of R-
lossy trapdoor functions (see Sect. 6), for any n = n (1) and for any constant 0 < € < 1

10 A discussed in Sect. 2.1, recall that we find it convenient to rely (without loss of generality) on ¢-wise
8-dependent collections of permutations IT in which the marginal distribution 7 (x) is perfectly uniform (as
opposed to just §-close to uniform) for any x € {0, 1}"" over the choice of 7 <« II.
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we can instantiate our scheme with v = n€ and £ = n —n€. Therefore, forany n = n(}),
p = p(A),and T = T (A), we obtain schemes with

n=p+ T -1 -n+n°+w(logh), 8§ =27",
th=p+ (T —1)-n+3n* 4+ wlogh), 8y =272,
k =2n* + w(log 1).

Proof overview. On a high level, an encryption of a message m in our scheme consists
of three ciphertext components. The first ciphertext component is a short tag h(mwy(m)),
where £ is an admissible hash function and 71 is a permutation. Looking ahead, our
high-moment crooked leftover hash lemma will enable us to argue that such a tag reveals
essentially no information on m, as h is a compressing function. The second ciphertext
component is f(mw(m)), where f is an injective function sampled from a collection
of lossy trapdoor functions, and > is a permutation. The third ciphertext component
is g(h(mwy(m)), mp(m)) where g is sampled from a collection of RE™-lossy trapdoor
functions, and is evaluated on 5 (m) using the tag (st (m)). The role of the second
and third components is to allow us to prove security using a generalization of the
“all-but-one” simulation paradigm, as discussed in Sect. 1.3, to our setting of adaptive
adversaries.

Specifically, in our proof of security, the combination of the admissible hash function
and the R®-lossy trapdoor function enables us to generate a public key for which, with
a non-negligible probability, all decryption queries correspond to injective tags for g,
while the challenge ciphertext corresponds to a lossy tag for g—even when the challenge
plaintext is not known in advance. This is done via a subtle artificial abort argument,
similar to the one of Cash et al. [9]. Looking ahead, such a partitioning of the tags
will enable us to simulate the decryption oracle for answering all decryption queries,
and apply our high-moment crooked leftover hash lemma to argue that the second and
third ciphertext components, f(2(m)) and g(h(w1(m)), m2(m)), reveal essentially no
information on m. For applying our lemma, we observe that f* can be replaced by a
lossy function f (while answering decryption queries through the trapdoor for g—as all
decryption queries correspond to injective tags for g), and that g is evaluated on 75 (m)
using a lossy tag h(mwy(m)).

Proof of Theorem 7.1. Using Theorem 3.7, it suffices to prove that DEcca is block-
wise (p, T, k)-ACD1-CCA-secure. Let A be a 2”-bounded (T, k)-block-source chosen-
ciphertext adversary that queries the real-or-random oracle RoR exactly once. We as-
sume without loss of generality that .4 always makes ¢ decryption queries for some
polynomial ¢ = ¢ (1). We denote by ¢, ..., ¢© the random variables corresponding
to these decryption queries, and by ¢* = (c’f, e, c?) the vector of random variables
corresponding to the challenge ciphertexts returned by the RoR oracle.

For every i € {0,..., T} we define an experiment EXpt(i) that is obtained from
the experiment EXpt%gICCCio‘ ' by modifying the distribution of the challenge ciphertext.

Recall that in the experiment EXpt%%'CCCCA:A 4 the oracle RoR is given a block-source M,
samples (m1,...,mr) < M, and outputs the challenge ciphertext (Encpk (my), ...,

Enc . (mr)). In the experiment Expt”, the oracle RoR on input a block-source M,
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samples (my, ..., mr) < M and (uy, ..., ur) < ({0, 1}”)T,andoutputsthechallenge
ciphertext (ENC,x(m1), ..., ENCpx(mr—i), ENCpr(ur—i+1), ENCpi(ur)). That is, the
first T — i challenge messages are sampled according to M, and the remaining messages
are sampled independently and uniformly at random. Then, observe that Expt(o) =
EXpt%gC(:CCA'?‘ "4 and Expt?) = EXptfggggg'f}l. Therefore, it suffices to prove that for every

i €{0,..., T — 1} the expression
‘Pr[Expt“)(x) - 1] — Pr[Expt“'*”(A) - 1]‘ 7.1)

is negligible in the security parameter A. For the remainder of the proof we fix the value
of i and focus on the experiments Expt?) and Expt‘*!. We denote by RoR(, pk, -)
and RoR(i + 1, pk, -) the encryption oracles of these two experiments, respectively,
and observe that the only difference between them is the distribution of the challenge
message mr—;.

In what follows, for each j € {i, i + 1} we describe seven experiments, EXpt(()J ), e,

Expté/ H), and derive a series of claims relating them. We then combine these claims to

bound the expression in Eq. (7.1).

Experiment Expt(()J ) This experiment is the experiment EXpt(j ) as defined above.
Experiment Expti’ ) This experiment is obtained from EXptf)J ) by outputting an inde-
pendently and uniformly sampled bit whenever the (7" — i)th challenge message and
the messages corresponding to the decryption queries ¢(I, ..., ¢4 define a “bad” se-
quence of inputs for the admissible hash function / (recall the efficiently recognizable
set Unlikely;, from Definition 2.3).

Formally, let x* = my(m7—;) for j = i and let x* = wy(ur—;) for j =i + 1. In
addition, for any ¢ € [g], if Decy (c®)) # L then let x; = 7 (Decy (c©))), and if
Decyy (¢)) = L thenletx; be an arbitrary value that s different from x*, x1, ..., x;.
The experiment Exptg" ) is defined by running Expt(()j ), and then outputting either an
independently and uniformly sampled bit if (x*, x1, ..., x4) € Unlikely,,, or the output

of Expty/ if (x*, x1, ..., x,) ¢ Unlikely,.

Claim 7.2. Foreach j € {i,i + 1}, it holds that

’Pr[Expt(()j)(A) - 1] - Pr[Expt(lj)(A) - 1]’ < negl(%).
Proof. By the definition of admissible hash functions (see Definition 2.3), the prob-
ability that (x*, x1, ..., x4) € Unlikely, is some negligible function v(1). Let Bad)

denote the event in which (x*, x1, ..., x4) € Unlikely, in the experiment EXptéj ), then

)Pr[Exptﬁf)(x) - 1] — Pr[Expt(()j)(k) - 1]‘
< Pr[—-Bad(j)]

: ‘Pr[ExptY)(x) =1 —-Bad(j)] - Pr[Expt(()j)(A) | —-Bad(j)] - 1)
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+Pr[Bad” ] - |Pr[Expt} (1) = 1| Bad] — Pr[Expty (1) [ B2d ] = 1]
. 1 .
- Pr[—-Bad(f)] -0+ Pr[Bad] - 'E - Pr[Exptgf)(,\) _ 1]’
Pr|B )
_ r[ ad ]
- 2
v(A)

2 bl
which is negligible as required. O

Experiment Exptéj ) This experiment is obtained from EXptEj ) by outputting the output

of EXptiJ ) with probability 1/A, and outputting an independent and uniform bit with
probability 1 — 1/A, where A = A()) is the polynomial corresponding to g from the
definition of admissible hash functions (see Definition 2.3). The following claim follows
in a straightforward manner.

Claim 7.3. It holds that
[Pe[Exptl () = 1] = Pr[Expti ™G = 1]] = %

: )Pr[Exptﬁ")()\) - 1] - Pr[Expti"“)(x) - 1]

Proof. For each j € {i,i 4+ 1} it holds that
; 1 ; 1 1
P[Ext(f),\zl]z—.P[Ext‘f))\=1] 1——)- =
r| Expty™ () A Pty (1) + ~x) 3
O

Now, from the triangle inequality and Claim 7.2, we have the following series of
inequalities.

‘Pr[Exptg)(A) - 1] . Pr[Exptg"“)(,\) - 1]‘
< ‘Pr[Exptg)(A) - 1] - Pr[Exptﬁ”()\) - 1]‘
+ ‘Pr[Expt(li)(A) - 1] . Pr[ExptY*“(A) - 1]‘
i ‘Pr[Expt(liH)(A) = 1] — Pr[Exptg“)(x) = 1]
< ‘Pr[Expt(()i)(A) - 1] — Pr[Exptg")()\) - 1]‘

A ‘Pr[Exptg)(A) - 1] — Pr[Exptg“)m —1]

n ‘Pr[Expt(l"“)(x) = 1] — Pr[Expt((f“)(A) = 1]

leading to the following corollary.



1046 A. Raghunathan et al.

Corollary 7.4. It holds that
‘Pr[Exptg)(k) = 1] - Pr[Exptg“)(,\) = 1]‘

<A. ‘Pr[Exptg)(A) = 1] — Pr[Exptg“)(A) - 1]‘ + negl(1).

Experiment Expt(j ) This experiment is obtained from Exptéj ) by changing the abort

condition. Specifically, at the end of experiment Expt(J ) we sample an independent
initialization value K’ (in addition to K that is used by the key-generation algorithm),

and denote by Partltlon(” the event in which Pg/(h(x*)) = Lossy and Pk (h(x;)) =

Injforany¢ € [g]such that Dec;; (c@)) % 1,where Pk : {0, 1}V — {Lossy, Inj}

is the partitioning function of the admissible hash function (recall that the values x*, x1,
., x4 were defined in EXptgj )).

We would like to replace the abort condition from experiment Expt(j ) (which is in-

dependent of the adversary’s view) with one that depends on the event Partltlon(’ )

Unfortunately, all we are guaranteed is that the event Partltlon(] ) /  oceurs with proba—
bility that is at least 1/A (assuming that (x*, x1, ..., x,) ¢ Unllkelyh) Therefore, if
(x*, x1, ..., x4) ¢ Unlikely,,, we first approximate the value

P = P [Partltlon(J)h | (h(x*), h(x)), . h(xq))]

A

by sampling a sufficient number of independent initialization keys K” <« K and
observing whether or not the event Partition(lg?, , oceurs (with respect to the fixed values
h(x*), h(x1), ..., h(x,)). For any polynomial S, Hoeffding’s inequality yields that with

[AS - Al samples we can obtain an approximation ) > (1/A) of p) such that

1
Pr“p(” —p(’)' = S} < o (7.2)

Then, looking all the way back to experiment EXpt(j ). the output of Exptgj ) is computed
as follows:

)

1. If (x*, x1, ..., x4) € Unlikely,, or if the event Partltlon(j ,, does not occur, then

we output the output of EXpt(’ )

2. If (x*, x1,...,x4) ¢ Unlikely, and the event Partltlon(’)

does occur, then we

output the output of EXptiJ ) with probability 1/(ApY )), and we “artificially”
enforce an abort and output an independent and uniform bit with probability 1 —

1/(ApD).
Claim 7.5. Foreach j € {i,i + 1} and for any polynomial S = S(}) it holds that

Pr[Expty G = 1] - Pr[Expty ) = 1]| = ALS + zik
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Proof. Denote by —-Abort(j ) and =abort! ) the events in which the experiments
Expt(’ ) and EXpt(] ) output the output of EXpt(] ), respectively. Then,

1 . 1 )
Pr [—-Abort(])] = — and Pr[—uAbort(])] p('/) = ]Z—
A ApW) A pW)

Equation (7.2) implies that with probability at least 1 — 2~* it holds that

pi — pi) 1 1

< —.
~ AZSpW T AS
(7.3)
As (7.3) holds for any (x*, x1, ..., x,) with probability at least 1 — 2~*, we obtain that
the statistical distance between the outputs of experiments EXpt(j ) and EXptgj ) is at most
1/(AS) +27%. O

1
‘Pr[—-Abort(/)] Pr[—-Abort(’)] ‘ —

X

)

Now, from the triangle inequality and Claim 7.5, we get
A ‘Pr[Exptg)(A) = 1] . Pr[Exptg“)(A) - 1]‘
<A. ‘Pr[Exptg)(A) = 1] Pr[Expt(’)(k) - 1]‘
FA- ’Pr[Exptg”(,\) - 1] - Pr[EXpt§i+1)(k) - 1](
A 'Pr[Exptg"“)(,\) = 1] — Pr[Exptg“)(k) - 1]‘ .
This gives us the following corollary.

Corollary 7.6. For any polynomial S = S(A) it holds that
(@) _ (+1) _
A- ‘Pr[Exptz ) = 1] — Pr[Expt2 ) = 1]‘

52'(_19 §)+A ‘Pr[Expt(’)(A)_l] Pr[Expt(’“)(A) ]‘

Experiment Exptf{ ) This experiment is obtained from EXptgj ) by replacing the event
Partitiong- ;, with the event Partitionk ;. That is, we do not sample a new initialization
value K for the partitioning, but rather consider the partition defined by the initialization
value K used by the key-generation algorithm.

Claim 7.7. Foreach j € {i, i + 1} it holds that
’Pr[Exptgj)(A) - 1] - Pr[Exptf{M) _ 1]’ < negl(%).

Proof. 'We observe that any adversary A for which the above difference is non-negligible
can be used to distinguish initialization values of the R-lossy trapdoor function family.
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The distinguisher first chooses two keys K, K’ < K independently and uniformly at
random. Then, upon receiving o the public index sampled from one of the two ensem-
bles {o : (0,7) < Gengu(1*, K)}iey ot {0 : (0, 7) < Gengu(1*, K)}ren, the
distinguisher proceeds to efficiently simulate .4 as follows: Sample two permutations
and a lossy trapdoor function as in EXptgj ) but use oy = o (one of the two possible
function indices returned by the R-lossy challenge) to setup the public key pk. Then
proceed to simulate EXptéJ ) with the initialization value K.

If o was sampled from the ensemble corresponding to K’ then the adversary partici-
pates exactly in EXpth ), However, if o was sampled from the ensemble corresponding

to K then the simulation proceeds exactly as in EXptflj ), (]

Corollary 7.8. It holds that
)Pr[Exptg”(A) - 1] - Pr[Expt§i+l)(A) - 1](

< ‘Pr[Exptg’”(x) = 1] - Pr[Exptfj“)(x) = 1]‘ +negl(h).

Experiment Exptéj ) This experiment is obtained from EXptij ) by not taking into ac-
count the event (x*, x1, ..., x4) € Unlikely, when computing the output of the experi-

ment. Looking all the way back to experiment EXpt(j ) , the output of EXptf‘j ) is computed
as follows:

1. If the event Partition%?h does not occur, then we output an independent uniform
bit.

2. If the event Partition(lg?h does occur, then we output the output of EXpt(()/ ) with
probability 1/(A ), and we “artificially” enforce an abort and output an inde-
pendent and uniform bit with probability 1 — 1/(Ap)).

Note that the event (x*, xy,...,x,) € Unlikely, has the same probability in the

experiments EXpty ) and EXptéj ), and that this probability is upper bounded by some
negligible function v(n) (see Claim 7.2). Therefore, for each j € {i,i + 1} we have

that ‘Pr[Expty )(k) = 1] — Pr[Exptgj )(k) = 1]‘ < negl(A), implying the following
corollary

Corollary 7.9. It holds that

)Pr[Exptg”(x) - 1] - Pr[Exptf{“)(x) = 1](
< ‘Pr[Exptgi)(A) - 1] - Pr[ExptgiJ“l)(A) - 1]‘ + negl(1).

Looking ahead, the modification of ignoring the (negligible probability) event (x_*, X1,
..., Xq) € Unlikely, ensures that the abort conditions of experiments EXptgl) and
ExptgH) are computed in an identical manner given K, &, and the challenge ciphertexts.
Previously, the abort condition relied on x* (which was defined as 7y (mp_;) for j =i
and as m(up—;) for j = i + 1), and now it relies on A (x*) which is given as part of
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the challenge ciphertext (therefore, given the challenge ciphertexts, the abort condition
is now completely independent of whether j =i or j =i + 1).

Experiment Exptgj ) This experiment is obtained from EXptgj ) by changing the decryp-
tion oracle to decrypt using the trapdoor 7, of the R-lossy trapdoor function, instead
of using the trapdoor 7 of the lossy trapdoor function. Specifically, we define the ora-
cle Dec(sk, -) that on input the ith decryption query ¢ = (c;f), cgf), cg)) computes

m =, ! (G_1 (rg, cg))), and checks whether the ciphertext components are well-

formed. Note, however, that for a decryption query ¢(*) that corresponds to a lossy tag it
is impossible to (efficiently) decrypt using 7. In this case the decryption oracle outputs
L, and the output of the experiment is an independent and uniform bit.

Claim 7.10. Foreach j €{i, i+1}, we have Pr[Exptgj)(A) = 1] :Pr[EXptéj)(A) = 1].

Proof. Note that whenever the event Partition%)h occurs then in particular all decryp-
tion queries which are well-formed correspond to injective tags and therefore can be
decrypted using 7,. Thus, conditioned on the event Partition(,g)h (which as the exact
same probability in EXptéj ) and EXptéj )) the oracles Dec and Dec are identical from

which the claim follows. O

Corollary 7.11. It holds that

Pr[Exptg“ - 1] -~ Pr[Exptg"“) - 1] ‘ - ‘Pr[Exptg) - 1] —Pr[Exptg“’ - 1] ‘

Experiment Expt-’’ This experiment is obtained from Exptéj ) by sampling the public
key as follows: instead of an injective function o ¢, sample a lossy function 6 s. The rest
of the experiment is identical to Expt\/’.

)
t7

Claim 7.12. Foreach j € {i,i + 1} it holds that
‘Pr[Expté’)(k) = 1] - Pr[EXpt%j)(k) - 1]‘ < negl(%).

Proof. Observe thatas o'y is no longer used by the decryption oracle, and thus, replacing
oy with o7 does not affect decryption queries. Therefore, any efficient adversary for
which the claim is false can be used to distinguish a randomly sampled injective function
oy from a randomly sampled lossy function 6 7. (I

As a corollary, we get
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Corollary 7.13. It holds that

‘Pr[Expt(')(k) = 1] - Pr[Exptg'*”(x) = 1]‘

< (Pr[Exptg")(,\) - 1] _ Pr[Expt§i+1)(A) - 1]’ + negl(1).

The final claim we require is as follows.

Claim 7.14. It holds that
‘Pr[Exptg")(,\) - 1] — Pr[Expt§i+1)(A) - 1]’ < negl(h).

Proof.  'We prove the claim by upper bounding the statistical distance between the out-
put distributions of Expt( D and Expt§i+1). We observe that these output distributions
can be computed by applying the exact same stochastic (and, very likely, inefficient)
map to the joint distribution of the public key pk and the challenge ciphertext ¢*

each experiment. The difference between the resulting distributions will follow from
the difference between the challenge ciphertexts: In EXpté’) the (T — i)th challenge

message is mr_;, whereas in EXpt%iH) it is a uniform message ur_;. This follows
since, as discussed above, the modification of ignoring the (negligible probability) event
(x*, x1,...,x4) € Unlikely, ensures that the abort conditions of experiments EXptg’)

and EXpt('H) are computed in an identical manner given K, &, and the challenge ci-
phertexts (and this continued to hold in remaining experiments). Previously, the abort
condition relied on x* (which was defined as 1 (my—;) for j =i and as 7| (uy—;) for
j =i+ 1), and now it relies on i (x*) which is given as part of the challenge cipher-
text (therefore, given the challenge ciphertexts, the abort condition is now completely
independent of whether j =i or j =i + 1).

_Therefore, it suffices to c0n51der the statistical distance between the distribution
( pk ¢*) in the experiment EXpt7 and the same distribution in the experiment Expt; @+
(since applying the same stochastic map to a pair of distributions cannot increase the
statistical distance between them). Moreover, we prove that this statistical distance is
negligible in the security parameter even when fixing all components of the public key
pk other than the two permutations 771 and . Specifically, we prove that for any set X’
of at most 27 (T, k)-block-sources, with an overwhelming probability over the choice
of m; and my, for any M € X, the distribution of the challenge ciphertext ¢* resulting
from M in Exptgl) and the distribution of the challenge ciphertext ¢* resulting from M
in Exptglﬂ) lead these two experiments to statistically close outputs.

Recall that the challenge ciphertexts for EXptgj ) are of the form ¢* = (el ....cp)
where the components c7, ..., c;_,_; and c}_; IRTREE ¢y are identically distributed
for j € {i,i + 1}. Moreover, in both experiments the components c’}_ IRERTR c? are
encryptions of independent and uniformly distributed messages. Therefore, it suffices
to consider the distribution of ¢}._; conditioned on ¢, ..., ¢}_,_, in each experiment.
Recall from our definitions that,
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(@ ¢ € (e mr-), F(@ 7. m20m7-0). Glog, hixi mr—), ma(mr—)))
for j =i,
i =

*

de
Folly) =

' (eri@r—0), F(6p maur—), Gog, hm (ur—), wa(ur—)) )
forj=i+1.

*
(uy,, u

Denote by Cj;, C?, and CZ,‘ the random variables corresponding to cj, c?, and c§,
respectively, and similarly U ;l" , U;, U ;," corresponding to uZ, u®, uZ, where the prob-
ability is taken over the choice of w1, w2, mr_;, and u7r_;. In what follows, we fix

miy,...,mr—i_1, and argue that the two distributions (C;, C*I}, C;) and (Uf, U;?, U;,")
conditioned on the first 7 — i — 1 challenge messages m, ..., mr—_;_ are statistically
close.

We begin by focusing on the distributions C;; = h (1 (M7—;)) and U;f = h(m1 (Ut ;).
Observe that & : {0, 1}* — {0, 1}V is an (n, n — v)-lossy function, and let Z denote the

indicator of the event in which M; = mq, ..., My_;_1 = my_;_1. Consider the set Z
defined as the set of distributions M7 _;|z—; forall M = (My, ..., My_;, ..., M) € X
and for all possible values of m1, ..., mr_;_1. Then, we have,

2] < |X] - 2070 < ) 2T =D < ppnT=D),

Applying Theorem 4.6 (for T = 1) with our choice of parameters implies that with an
overwhelming probability over the choice of 71 < I1; for any such M7_; we have

SD (h (1 (M7_))| z=1, h(mm1 (Ur—;)| z=1) < 27 2oe™), (7.4)

We now fix any 7r; € I for which (7.4) holds. Consider now any possible value «;,
that the random variables i (71 (M7—;)) and h(mr1 (Ur—;) may obtain in the experiments
Exptgl) and Expt§’+l), respectively. If o, corresponds to an injective tag for G, then in
particular the event Partitiong , will not occur in either one of the experiments, and
thus the output of both experiments is an independent and uniform bit. Moreover, (7.4)
above implies that the probabilities of having an «;, that corresponds to injective tag in
EXpt%’) and EXptg"H) are negligibly close. Therefore, it remains to show that for all but
a negligible probability of the «,’s that correspond to lossy tags for G, the distributions
(C}, C;f) |C,’;=ou. and (U;i, U ;) |U;:ah are statistically close (once again, conditioned on
the first T — i — 1 challenge messages m1, ..., mr_;_1 as before).

The following straightforward claim shows that the message distributions of the (7' —
i)th challenge message in Exptgl) and EXptng) (denoted M7_; and Ur_;, respectively),
have sufficient entropy even when conditioned on «. (I

Claim 7.15. Forany € > 0, with probability at least 1 — € over the choice of ay, < C}
conditioned on Pk (o) = Lossy, it holds that

Hoo(Mr—i |Cl =an, My =my, ..., Mr_i-y =my_i_1) = k — v —log(1/e).
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Similarly, for any € > 0, with probability at least 1 — € over the choice of oy, < Uy
conditioned on Pk (o) = Lossy, it holds that

Hoo(UT—i ‘ U;lk =ap, My =mqy,..., M7_;j_1 = mT_,'_l) >n—v—log(l/e).

Proof. Asthe outputlength of / is v bits, the claim follows from applying Lemma 2.1 to
the distribution M7 _;|p=m;,....M7_;_j=mp_;_, (recall that M is a (T, k)-block-source)
and to the uniform distribution Uy _;. O

Fix some € = w(logA) and any «;, for which both parts of Claim 7.15 hold, and let
k' = k—v —log(1/¢). Then, since Pk (a;) = Lossy, we have that j, corresponds to a
lossy tag for G, and therefore for the function f}, : {0, 1} — {0, 1}”/ defined as f(-) =
(FG¢, ). G(og, ¢}, ) it holds that [Im(f;)| < 22"72¢. Let Y denote the indicator of

the event in which C;;k =ap, M =my,..., My_;_1 = mp_;_1, and consider the set )/
defined as the set of distributions M7 _;|y—j forall M = (My, ..., M7r_;,... ., M7) e X
and for all possible values of ap,, m1, ..., mr—_;_1. Then, we have,

|y| < |X| . 21} . Z(T—i—l)n < |X| . 2v+(T—l)n < 2p+v+n(T—1)'
Now, applying Theorem 4.6 (setting 77 = 1) with our choice of parameters implies

that with an overwhelming probability over the choice of 7, for any such Mr_; and Y
we have

SD (fr(ma(M7—-i)|y=1, fn(Upn)) < 2—w(log)\)'

An essentially identical argument holds for Ur_;, and from this it follows that

SD ((c;:, c;)

for all but a negligible probability of the a’s that correspond to lossy tags for G, as
required. O

,U*,U*)‘ < negl (% 75
- (v v; LSS (75)

Completing the proof of Theorem 7.1 To complete the proof of the theorem, recollect
that it suffices to bound the expression in (7.1). For any polynomial S = S(1), collecting
negligible terms negl(}), we have

‘Pr[Expt‘”(k) = 1] — Pr[Expt“'“)(x) = 1] ‘

def

Pr[Exptg)(,\) = 1] — Pr[Exptg*”(,\) - 1] ‘

<A. ‘ Pr[Expt;”(x) - 1] - Pr[Exptg"+ D(r) = 1] ‘ +negl(x) (from Cor. 7.4)

<2 1+A + A
- S 2>
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[

: ‘ pr[Expty’ (1) = 1] - Pr[Exptg"+ D(x) = 1] ’ +negl(x) (from Cor. 7.6)
<A- Pr[Expt(’)(k) - 1] Pr[Expt(l+1)(A) - 1]

1 A
+2 (S + 2x> +negl(1) (from Cor. 7.8)

A- Pr[Exptg")(A) = 1] - Pr[Exptg"*”(,\) = 1]
1A

+2 ( + 2—A> + negl(A) (from Cor. 7.9)

—A. ‘Pr[Expt(’)(k) - 1] _ Pr[ExptgH)(k) - 1] ‘

1 A
+2 + > + negl(A) (from Cor. 7.11)

s ok

<A. Pr[Expt(’)(A) = 1] — Pr[Expt§i+l)(A) = 1] ‘

I A
+2 (g + 27) + negl(X) (from Cor. 7.13)

I A
<2 <§ + 27) + negl(2). (from Claim7.14)

As A = A(}) is some fixed polynomial, and the above holds for any polynomial
S = S(A), this completes the proof of Theorem 7.1. [

8. Generic Constructions in the Random Oracle Model

In this section we present two generic constructions in the random oracle model based
on any (randomized) public-key encryption scheme. In our first construction (Sect. 8.1),
given any public-key encryption scheme, we modify its encryption algorithm Enc into
a deterministic one Enc’ as follows: Given a public key pk and a message m, the
encryption algorithm Enc’ first computes r,, = H (m|lu), where H is a hash function
modeled as a random oracle, and u is a uniformly chosen string of length roughly p
bits that is part of the public key of the deterministic scheme. The encryption algorithm
then outputs the ciphertext ENc i (m; r,,). This scheme was originally proposed by
Bellare et al. [3], who proved its security with respect to adversarially chosen-plaintext
distributions that are independent of the public key used by the scheme. We observe
that by including in the public key a uniform value u of length roughly p bits, and then
using it during the encryption process as described above, we obtain security against
27 -bounded adversaries. The proof of security goes along the lines of the proof provided
by Bellare et al. based on the following observation: For any challenge message m, as
long as H is not queried on m ||u, either by the adversary A or by any of its 27 possible
plaintext distributions, then we can rely on the security of the underlying randomized
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scheme. The proof of Bellare et al. considered a single plaintext distribution, whereas
here we can apply a union bound over all 27 such distributions due to the additional
string u (whose length we set to £ = p + w(log A) for this purpose).

Our second construction (Sect. 8.2) considers a setting where adversaries adaptively
query the real-or-random encryption oracle only with plaintexts distributions that are
samplable using at most some predetermined number, ¢ = g(A), of random oracle
queries (and we do not require an upper bound, 27, on the number of plaintext distri-
butions from which an adversary can choose). In this setting we show that the additive
blowup in the length of the public key in our first construction can be avoided. Specifi-
cally, given any public-key encryption scheme, we modify its encryption algorithm Enc
into a deterministic one Enc’ as follows: Given a public key pk and a message m, the
encryption algorithm Enc’ first computes r,, = eaiqillH (m||i), and then outputs the
ciphertext ENC . (m; ).

8.1. A Construction Secure Against 2P -Bounded (T, k)-Source Adversaries

The scheme Let [T = (KeyGen, Enc, Dec) be a (randomized) public-key encryption
scheme. We denote by n = n(}) and p = p(A) the bit-lengths of the messages and
random strings that are given as input to the encryption algorithm Enc, respectively. In
addition, let H : {0, 1}* — {0, 1}” be a hash function modeled as a random oracle. Our
scheme IT), = (KeyGen’, Enc’, Dec’) is parameterized by a polynomial p = p(1).

e Key generation On input the security parameter 1* the key-generation algorithm
KeyGen' samples (pk, sk) < KeyGen(1*) and u < {0, 1}¢, where £ = £(1) =
p(L) + w(log A). It then outputs pk’ = (pk, u) and sk’ = sk.

e Encryption The encryption algorithm ENnc’ on input a public key pk’ = (pk, u)
and a message m, computes r,, = H (m|ju), and outputs ¢ = Encpk (m; ry).

e Decryption The decryption algorithm Dec' is identical to the underlying decryption
algorithm Dec.

Theorem 8.1. Let I1 be a randomized public-key encryption scheme. Then, for any
polynomials p = p(A), T = T(A), and for any k = k(L) = w(logX) the following
hold:

1. If T1 is IND-CPA-secure then 1'[; is (p, T, k)-ACD-CPA-secure.
2. If 1 is IND-CCA-secure then H;] is (p, T, k)-ACD-CCA-secure.

Proof overview The main idea underlying the proof of security is that, for any challenge
message m, as long as H is not queried on m|ju, either by the adversary A or by its
adaptively chosen-plaintext distribution M € X, then the adversary learns essentially
no information on m (for simplicity we focus here on security for a single message m
with a little abuse of notation, and refer the reader to the formal analysis below for the
general case). We divide the set of random oracle queries made by A and M into queries
made in either of the following three phases, and for each of these phases we argue that
the query m ||u appears with only a negligible probability:
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e H-queries made by A before querying the real-or-random encryption oracle: As
A runs in polynomial time, and m < M is sampled with a super-logarithmic
min-entropy, then it is unlikely that A queries H with any input of the form m ||*.

e H-queries made by the challenge plaintext distribution M: The randomness, z,
used by the real-or-random oracle when sampling from M is independent of u, and
thus can be thought of as chosen before u. Therefore, for any set X’ of at most
27 plaintext distributions, and for any M € X, the probability over the choice of
u < {0, 1}* that M (z) queries H with any input of the form s||u is at most | M|-2~¢
(where | M| is an upper bound in the number of H-queries made by M). By setting
¢ = p + w(log L), a union bound over all 27 possible such M’s implies that with
an overwhelming probability no such M queries H on an input of the form x||u.

e H-queries made by A after querying the real-or-random encryption oracle: As-
suming that H was not queried with m ||« in either one of the two previous phases,
then the value r,,, = H (m||u) is independently and uniformly distributed from the
adversary’s point of view (subject to producing the challenge ciphertext). Thus, any
adversary that queries H on m|ju in this phase for the first time case be used to
break the security of the underlying (randomized) encryption scheme.

Proof of Theorem 8.1.  Using Theorems 3.4 and 3.7 it suffices to prove that l'I/p is
(p, T, k)-ACD1-CPA-secure if IT is IND-CPA-secure and 1'[; is (p, T, k)-ACD1-CCA-
secure if IT is IND-CCA-secure. Let A be a 2”-bounded (T, k)-source adversary if IT
is IND-CPA-secure and a 2”-bounded (7', k)-source chosen-ciphertext adversary if I1
is IND-CCA-secure. Note that in the random oracle model, the adversary A gets oracle
access to H. Additionally, the (T, k)-source M with which .4 queries RoR(mode, pk, -)
is samplable by a probabilistic polynomial-time algorithm that can query the random
oracle H. The decryption algorithm Dec;k(~) is identical to Decg (-) of the underlying
scheme IT and therefore does not query the random oracle H.'! In what follows, we
describe four experiments, Expty, . .., Expt;, and derive a series of claims relating them.
We then combine these claims to bound the advantage of the adversary.

For our proof we define a variant ﬁaﬁ of the oracle RoR, which uses true randomness
for the encryption process instead of the value r,, = H (m||u). Specifically, on input

(mode, pk, M) it samples (m1, ..., mr) from either M if mode = real or U7 if
mode = rand, then samples ry, ..., rr < ({0, 1}* T independently and uniformly at
random, and outputs (ENCpi(m1; r1), ..., ENCpr(mr; rr)).

Experiment Expt, This is the experiment EXptﬁf'A()\) (recall Definition 3.3) if IT

is IND-CPA-secure or the experiment ExptﬁfECA(k) (recall Definition 3.6) if IT is
IND-CCA secure.

Experiment Expt; This experiment is obtained from Expt, by replacing RoR(real, -, -)
with RoR(real, -, -).

Claim 8.2. |Pr[Expty(h) = 1] — Pr[Expt, (1) = 1]| is negligible in ).

H'We do allow the underlying scheme IT to rely on a random oracle and in this case, we assume that H is
independent of the random oracle used by IT (e.g., uses a different prefix).
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Proof. Let (m1,...,mr) denote the messages sampled from M. For every j € [T]
we denote by Bad; the event in which H is queried on the point m |u. Note that
for every j € [T1], as long as the event Bad; does not occur, then the value ry,;, =
H (m|lu) is uniformly distributed and independent of the adversary’s view. Thus, the

—~—H
oracles RORH(reaI, pk,-) and RoR (real, pk, -) are identical as long as the event
Bad = UJTZIBad ; does not occur. This implies that

Pr[Expty(A) = 1] — Pr[Expt; (1) = 1] | < Pr[Bad].

To calculate Pr[Bad], we divide the random oracle queries during the experiment Expt,,
and Expt; into the following three (disjoint) phases.

Phase I: Random oracle queries that are made by A before querying RoR?

(real, pk, -) or ﬁaﬁH(real, pk, ). During this phase the two experiments are identi-
cal. As A is a probabilistic polynomial-time algorithm, it queries H only a polynomial
number of times. Noting that for each j € [T], the random variable corresponding to
m j has min-entropy at least k(1), the probability over the choice of m ; that m ; appears
in even one of the H-queries that were made by A before m; is sampled is at most
poly(x) - 275 which is negligible since k(1) = w(log A). Thus, the probability that
the event Bad occurs in phase I is negligible in either one of Expt, or Expt;.

Phase II: Random oracle queries that are made by the challenge distribution M.
We model the probabilistic polynomial-time algorithm that samples from M as taking
a single input a sufficiently long random string z € {0, 1}*. Then, for any M € X and
randomness z, the probability over the choice of u <« {0, 1}¢ that M (z) queries H on
an input of the form (x||u) is at most poly (%) - 271!, where poly (1) is an upper bound
on the number of oracle queries made by any M € X'. Therefore, for any randomness
Z, a union bound over all M € X implies that

Pr , |:EIM € X s.t. M(z) queries H on some (*l|u)} < poly(}) - 27l .
u<{0,1}

From our choice of ¢, the probability therefore that Bad occurs for the first time in phase
IT is negligible in either Expt, or Expt;.

Phase III: Random oracle queries that are made by A after querying RoR?

(real, pk, -) or ﬁSﬁH (real, pk, -). Assuming that the event Bad did not occur during
phases I and II, then during this phase Expt, and Expt; are identical until the event Bad
occurs.!? Therefore, it suffices to consider Expt; .

In Expt;, however, the security of the underlying encryption scheme yields that the
view of the adversary A is computationally indistinguishable from being independent of

(my, ..., mr). Specifically, since the oracle ROR uses true randomness when encrypting

12This is observed by noticing that if the event Bad did not occur during phases I and II, then for every
J € [T] H was not queried on (mj [lu). Thus, if for every j € [T] we set the value of the random oracle H

at the point (mj|lu) to r; (where r; is the random string used by ROR to encrypt m ;) it holds that the two
executions are in fact identical (until, clearly, the event Bad occurs for the first time).
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mi, ..., mr, the security of the underlying encryption scheme enables us to replace the
output of this oracle by T random encryptions of 0, and the probability of the event
Bad will change by only a negligible additive factor. In this case, since .4 queries the
random oracle only a polynomial number of times, and since each m; has min-entropy
at least k(o) = w(logA), there is only a negligible probability that some m; would
appear in even one of the H-queries that were made by 4. Thus, the probability that the
event Bad occurs for the first time in phase III is negligible in either one of Expt, or
Expt;. g

Experiment Expt,. This experiment is obtained from Expt; by replacing ﬁaﬁ(real, )
with RoR(rand, -, ).

Claim 8.3. |Pr[Expt; (1) = 1] — Pr[Expty (1) = 1]| is negligible in ).

Proof. This follows from the security of the underlying scheme IT. Observe that as
RoR implements IT using true randomness for the encryption process. Therefore, any
adversary A for which | Pr[Expt, (1) = 1] — Pr[Expt, (1) = 1] | is non-negligible can
be used to break the IND-CPA security or the IND-CCA security of IT. ]

Experiment Expt;. This experiment is obtained from Expt, by replacing ﬁaﬁ(rand, )
with RoR(rand, -, -). That is, this is experiment Exptﬁf}i‘ () (recall Definition 3.3) if

1 is IND-CPA-secure, experiment Expt{3"%°C (1) (recall Definition 3.6) if IT is IND-

CCA-secure.

Claim 8.4. |Pr[Expty(A) = 1] — Pr[Expt; (%) = 1]| is negligible in ).

Proof.  The proof of this claim follows in an identical manner to the proof of Claim 8.2
noting that the distribution U’ from which challenge messages are sampled has min-
entropy at least k in each coordinate. O

Completing the proof of Theorem 8.1. Let (ATK, mode|, mode;) = (ACDI-CPA,
real, rand) if IT is IND-CPA-secure, and let (ATK, mode;, mode;) = (ACDI1-CCA,
realCCA, randCCA) if IT is IND-CCA-secure. Then, the definition of AdvATX (%)

implies that for any 27-bounded (7', k)-source adversary .A it holds that o
AV, 0 def ‘Pr[Expt’[;‘Zf’jl (1) = 1] — Pr[Expt’;I‘fp’f’j2 ) = 1]‘
= |Pr[Expty (1) = 1] — Pr[Expt; (1) = 1]]
< |Pr[Expty (1) = 1] — Pr[Expt; () = 1] (8.1)
+ |Pr[Expt; (1) = 1] — Pr[Expt,(2) = 1] (8.2)
+ |Pr[Expty (1) = 1] — Pr[Expty (1) = 1]| . (8.3)

Claims 8.2-8.4 state that the terms in Egs. (8.1)—(8.3) are negligible, and this completes
the proof of Theorem 8.1. O
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8.2. A Construction Secure Against q-Query (T, k)-Source Adversaries

We define the notion of a g-query adversary, and extend our notions of adaptive security
to such adversaries. Our definitions, in addition to the parameters 7" denoting the number
of blocks and k = k()) denoting the min-entropy requirement are parameterized by a
new parameter ¢ = g()) that denotes an upper bound on the number of queries to the
random oracle required for sampling from M. Unlike the definitions in Sect. 3, we do
not need a bound 27 on the set of allowed message distributions. As before, they are
implicitly parameterized by bit-length n = n () of plaintext blocks.

Definition 8.5. (g-query (T, k)-source adversary) Let Abe a probabilistic polynomial-
time algorithm that is given as input a pair (1*, pk) and oracle access to RoR(mode, pk, -)
for some mode € {real, rand}. Then, Ais a g-query (T, k)-source adversary if for each
of A’s RoR queries M it holds that:

— M is a (T, k)-source that is samplable by a polynomial-size circuit using at most g
queries to the random oracle.

— For any (my, ..., mr) in the support of M it holds that m; # m; for any distinct
i,jelTll

In addition, A is a block-source adversary if each such M is a (T, k)-block-source.

Definition 8.6. (Adaptive chosen-distribution attacks (ACD-CPA)) A deterministic
public-key encryption scheme IT = (KeyGen, Enc, Dec)is (g, T, k)-ACD-CPA-secure
(resp. block-wise (s, k)-ACD-CPA-secure) if for any probabilistic polynomial-time g-
query (T, k)-source (resp. block-source) adversary .4, there exists a negligible function
v(k) such that

AdvACD-CPA () !

Pr[EXptﬁi'L‘(A) - 1] . Pr[Exptﬁj‘j(,\) - 1]‘ <v(h),

where for each mode € {real, rand} and A € N the experiment EXpt'S?ﬂe (A) is identical

to the one in Definition 3.3.

In addition, such a scheme is (¢, 7', k)-ACD1-CPA-secure (resp. block-wise (q, T, k)-
ACDI-CPA-secure) if the above holds for any probabilistic polynomial-time g-query
(T, k)-source (resp. block-source) adversary A that queries ROR at most once.

Definition 8.7. (g-query (T, k)-source chosen-ciphertext adversary) Let A be an al-
gorithm that is given as input a pair (1*, pk) and oracle access to two oracles: RoR
(mode, pk, -) for some mode € {real, rand}, and Dec(sk, -). Then, A is an g-query
(T, k)-source chosen-ciphertext (resp. block-source) adversary if the following two con-
ditions hold:

1. Ais an g-query (T, k)-source (resp. block-source) adversary.
2. A does not query Dec(sk, -) with any ciphertext ¢ that was part of a previous
output by the RoR oracle.

Definition 8.8. (Adaptive chosen-distribution chosen-ciphertext attacks) A determin-
istic public-key encryption scheme IT = (KeyGen, Enc, Dec) is (¢, T, k)-ACD-CCA-
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secure (resp. block-wise (q, T, k)-ACD-CCA-secure) if for any probabilistic polynomial-
time g-query (7T, k)-source (resp. block-source) chosen-ciphertext adversary A, there
exists a negligible function v(k) such that

AdviCRCCA () &

Pr[Expt}[e?jECA(,\) = 1] — Pr[Exptfg[‘jCCA(x) = 1]‘ <),

where for each mode e {real, rand} and A € N the experiment Exptﬁ?ﬂeCCA(k) is
identical to the one defined in Definition 3.6.

We are now ready to describe a scheme with short public keys.
The scheme Let [T = (KeyGen, Enc, Dec) be a (randomized) public-key encryption
scheme. We denote by n = n(1) and p = p()) the bit-lengths of the messages and
random strings that are given as input to the encryption algorithm Enc, respectively. In
addition, let H : {0, 1}* — {0, 1}” be a hash function modeled as a random oracle. Our
scheme I, = (KeyGen’, Enc’, Dec’) is parameterized by an upper bound ¢ = ¢ (%)
on the number of random oracle queries made by the plaintext distributions.

o Key generation The key-generation algorithm KeyGen'’ is identical to the under-
lying key-generation algorithm KeyGen.

o Encryption The encryption algorithm Enc’ on input a public key pk and a message
m computes ry,, = @?LlH(mHi), and outputs ¢ = Enc i (m; ry,).

e Decryption The decryption algorithm Dec’ is identical to the underlying decryption
algorithm Dec.

Theorem 8.9. Let I1 be a randomized public-key encryption scheme. Then, for any
polynomials g = q(A), T = T ()), and for any k = k(L) = w(log A) the following hold:

1. If T1 is IND-CPA-secure then I'I’q is (q, T, k)-ACD-CPA-secure.
2. If 1 is IND-CCA-secure then H; is (q, T, k)-ACD-CCA-secure.

Proof overview The main idea underlying the proof of security is similar to that un-
derlying the proof of Theorem 8.1: For any challenge message m, as long as H is not
queried on the g + 1 points m||1, ..., m|q + 1, either by the adversary A or by its
adaptively chosen-plaintext distribution M € X, then the adversary learns essentially
no information on m (for simplicity we focus here on security for a single message m,
and refer the reader to the formal analysis below for the general case). As in the proof of
Theorem 8.1, we divide the set of random oracle queries made by A and M into queries
made in either of the following three phases, and for each of these phases we argue that
the random oracle is queried with ¢ + 1 queries m||1, ..., m|qg + 1 only a negligible
probability:

e H-queries made by A before querying the real-or-random encryption oracle: As
A runs in polynomial time, and m < M is sampled with a super-logarithmic
min-entropy, then it is unlikely that A queries H with any input of the form m ||x.

e H-queries made by the challenge plaintext distribution M: The distribution is g-
query bounded, and therefore there is at least one index j € [¢ + 1] such that m|| j
is not queried by the circuit that samples the distribution.
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e H-queries made by A after querying the real-or-random encryption oracle: As-
suming that H was not queried with each of m||j for j € [¢g + 1] in either one
of the two previous phases, then the value r,, = 69;1:11 H (m||i) is independently
and uniformly distributed from the adversary’s point of view (subject to producing
the challenge ciphertext). Thus, any adversary that queries H on each of m||j in
this phase for the first time case be used to break the security of the underlying
(randomized) encryption scheme.

Proof of Theorem 8.9.  Using Theorems 3.4 and 3.7 slightly modified to accommodate
g-query adversaries, it suffices to prove that l'[; is (q, T, k)-ACD1-CPA-secure if I1
is IND-CPA-secure and l'[/q is (g, T, k)-ACD1-CCA-secure if IT is IND-CCA-secure.
As mentioned above, the following proof is similar to that of Theorem 8.1 and follows
essentially the same structure and reasoning.

Let Abe a (g, T, k)-ACD1-CPA adversary if IT is IND-CPA-secure and a (¢, T, k)-
ACD1-CCA adversary if IT is IND-CCA-secure. In the random oracle model, the adver-
sary A gets oracle access to H. Additionally, from the definition of a g-query adversary,
the (T, k)-source M with which A queries RoOR(mode, pk, -) is samplable by oracle
circuit (that is, the circuit is allowed to contain H-gates) with at most g oracle gates.
Note that the decryption algorithm Dec, (-) is identical to Decg(-) of the underlying
scheme IT and therefore does not query the random oracle H.!3 In what follows, we de-
scribe four experiments, EXpty, . .., Expts, and derive a series of claims relating them.

We then combine these claims to bound the advantage of the adversary.

For our proof we define a variant ﬁaﬁ of the oracle RoR, which uses true randomness
for the encryption process instead of the value r,,, = 69?:11 H (ml]|i). Specifically, on input
(mode, pk, M) it first samples (m1, ..., m7) from either M if mode = real or U7 if
mode = rand, then samples ry, ..., rr < ({0, 1}* )T independently and uniformly at
random, and outputs

(Encpk(ml; r), ..., Encp(mr; rT)).

Experiment Expt, This is the experiment EXptﬁ,‘"}h()\) (recall Definition 3.3) if IT
is IND-CPA-secure or the experiment ExptﬁfECA(k) (recall Definition 3.6) if IT is
IND-CCA secure.

Experiment Expt; This experiment is obtained from Expt,, by replacing RoR(real, -, -)
with RoR(real, -, -).

Claim 8.10. |Pr[Expty(A) = 1] — Pr[Expt, (%) = 1]| is negligible in 1.
Proof. Let (my,...,m7) denote the messages sampled from M. For every j € [T]
we denote by Bad; the event in which H is queried on each of the ¢ + 1 points

(m;lI1), ..., (mjllg+1). Note that for every j € [T], as long as the event Bad ; does not

13We do allow the underlying scheme IT to rely on a random oracle and in this case, we assume that H is
independent of the random oracle used by IT (e.g., uses a different prefix).
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occur, then the value ry,; = EB?:IIH (m i) is uniformly distributed and independent

of the adversary’s view. Thus, the oracles RoRH(reaI, pk, -) and ﬁaﬁH(real, pk, )
are identical as long as the event Bad = UJT: |Bad; does not occur. This implies that
|Pr[Expty (1) = 1] — Pr[Expt, () = 1]| < Pr[Badl.

We divide the random oracle queries during the experiment Expt, and Expt; into the
following three (disjoint) phases.

Phase I: Random oracle queries that are made by A before querying RoR?

(real, pk, -) or FT(;ﬁH (real, pk, -). During this phase the two experiments are identi-
cal. As A is a probabilistic polynomial-time algorithm, it queries H only a polynomial
number of times. Noting that for each j € [T], the random variable corresponding to
m j has min-entropy at least k(1), the probability over the choice of m ; that m ; appears
in even one of the H-queries that were made by A before m; is sampled is at most
poly(x) - 27%™*)  which is negligible since k(1) = w(log ). Thus, the probability that
the event Bad occurs in phase I is negligible in either one of Expt, or Expt;.

Phase II: Random oracle queries that are made by M. As (my,...,mr) < M is
chosen by a g-query adversary, the number of H-queries in this phase is at most g.
Therefore, for any j € [T'] assuming that m ; does not appear in an H-query in phase I,
there always exists at least one index i € [g + 1] such that H is not queried on (m||i).
Thus, the probability that the event Bad occurs for the first time in phase II is negligible
in either one of Expt, or Expt;.

Phase III: Random oracle queries that are made by A after querying RoR?

(real, pk, -) or ﬁ_c;ﬁH (real, pk, -). Assuming that the event Bad did not occur during
phases I and II, then during this phase Expt, or Expt; are identical until the event Bad
occurs.'* Therefore, it suffices to consider Expt;.

In Expt;, however, the security of the underlying encryption scheme yields that the
view of the adversary A is computationally indistinguishable from being independent of

(my, ..., mr). Specifically, since the oracle ROR uses true randomness when encrypting
mi, ..., mr, the security of the underlying encryption scheme enables us to replace the
output of this oracle by T random encryptions of 0, and the probability of the event
Bad will change by only a negligible additive factor. In this case, since .4 queries the
random oracle only a polynomial number of times, and since each m; has min-entropy
at least k(o) = w(logX), there is only a negligible probability that some m; would
appear in even one of the H-queries that were made by 4. Thus, the probability that the
event Bad occurs for the first time in phase III is negligible in either one of Expt, or
Expt;. O

14This is observed by noticing that if the event Bad did not occur during phases I and II, then for every
J € [T] there exists at least one index i = i(j) € [g + 1] such that H was not queried on (m ||i). Thus, if
for every j € [T] we set the value of the random oracle H at the point (m||i) to r;j @re[qg+11\(i} H(m )

(where rj is the random string used by RoR to encrypt m ;) it holds that the two executions are in fact identical
(until, clearly, the event Bad occurs for the first time).
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Experiment Expt, This experiment is obtained from Expt, by replacing ﬁal:/l(real, )
with RoR(rand, -, ).

Claim 8.11. |Pr[Expt; (1) = 1] — Pr[Expty (1) = 1]| is negligible in i.

Iir\oi)f. This follows from the security of the underlying scheme IT. Observe that as
RoR implements IT using true randomness for the encryption process. Therefore, any
adversary A for which | Pr[Expt, (1) = 1] — Pr[Expt, (1) = 1] | is non-negligible can
be used to break the IND-CPA security or the IND-CCA security of IT. ]

Experiment Expt; This experiment is obtained from Expt, by replacing ﬁaﬁ(rand, )
with RoR(rand, -, -). That is, this is experiment Exptﬁ?i(k) (recall Definition 3.3) if
IT is IND-CPA-secure, experiment EXpt{%rjilCCA (A) (recall Definition 3.6) if IT is IND-
CCA-secure.

Claim 8.12. |Pr[Expty (%) = 1] — Pr[Expt; (1) = 1]| is negligible in i.

Proof.  The proof of this claim follows in an identical manner to the proof of Claim 8.10
noting that the distribution U7 from which challenge messages are sampled has min-
entropy at least k in each coordinate. O

Completing the proof of Theorem 8.9 Let (ATK, mode;, mode;) = (ACDI-CPA,
real, rand) if IT is IND-CPA-secure, and let (ATK, mode;, mode,) = (ACDI1-CCA,
realCCA, randCCA) if IT is IND-CCA-secure. Then, the definition of Advil*, (%)

i
implies that for any g-query (7, k)-source adversary A it holds that

def
Advﬁ?fA(x) =

Pr[Expt';[‘f:f’j1 ) = 1] . Pr[Expt'll}zfjjz ) = 1]‘
= |Pr[Expty (1) = 1] — Pr[Expt; (1) = 1]

< |Pr[Expty(2) = 1] — Pr[Expt; (1) = 1] (8.4)
+ |[Pr[Expt, (») = 1] — Pr[Expt,(2) = 1] (8.5)
+ [Pr[Expty(3) = 1] — Pr[Expt;(A) = 1]] . (8.6)

Claims 8.10-8.12 state that the terms in Eqs. (8.4)—(8.6) are negligible, and this completes
the proof of Theorem 8.9. (]
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